Rashed’s GRC RAR configuration

RAR CONFIGURATION
Upload UME Roles:

Go to Java Portal home page->user management->Import->browse the UME Roles at OS level

% 1dentity Management - Mozilla Firefox ==l x]
File Edit Wiew History Bookmarks Tools Help
is > c fh I = |hth:l:ﬂgrcserver:EUOUﬂjwebdynproIdispatdﬂerjsap.comfhc--secwrnewudr T |'| Google R

£ Most Visited $ Getting Started -, Latest Headlines

|z!'w1&aaghes1a-tpage x |E"’ldent|tvﬁmagemmt x | |T

% =
ildentity Management |[f|' Import || Configuration || Consistency Check

IWeIDome J2EE_ADMIN =

[

Batch Import of User/Group/Role Data =]

[ overwrite Existing Data
I Browse_ |

[

| Dane

n.’*smrtl | % m @ @ | %) cre doc -Mios...| 5] RAR_CONFIG G... | (¥ 2 5AP Logon fo... «|[(@ Tdentity Mana.. [ @y 3:11pM

after browsing upload the file.
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% 1dentity Management - Mozilla Firefox ==l x]
File Edit Wiew History Bookmarks Tools Help
@ P c P4 fh I = |hth:l:ﬂgrcserver:EUOUﬂjwebdynproIdispatdﬂerjsap.comfhc--secwrnewudr ﬁff - |'|Googie =

£ Most visited #f Getting Started - Latest Headlines

| T SAP 12EE Engine Start Page x ] =7 Identity Management x | F

Identity Management |E Import || Configuration || Consistency Check
Batch Import Protocol =

Welcome JZEE_ADMIN
I =

All(3 | Return to Batch Import
J Created ' | ' '

J Created
J Created ' ' : ' | =

[

| Dane

f“'smrtl | % m @ @ | %) cre doc -Mios...| 5] RAR_CONFIG G... | (Y2 5AP Logon fo... «|[@ Tdentity Mana... [ @y 3:12pM

then click on return to batch import and upload the other files in the same way.

below is the final screen.
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% 1dentity Management - Mozilla Firefox ==l x]
File Edit Wiew History Bookmarks Tools Help
@ 7 i c P4 fh I =r |hth:l:ﬂgrcserver:EUOUﬂjwebdynproIdispatdﬂerjsap.comfhc--secwrnemdr ﬁff’ - |'| Google =

£ Most visited #f Getting Started - Latest Headlines

| T SAP 12EE Engine Start Page x ] =7 Identity Management x | |T

b | i
\ 1 LISARg
ildentity Management | Import || Configuration || Consistency Check

IWeIDome J2EE_ADMIN =

- 1o

Batch Import Protocol =

All (6 | Return to Batch Import
J Created | '

J Created

J Created ' ' : ' | =
J Created ' ' ' ' '
J Created

J Created

=

| Dane

f“'smrtl | % m @& | ¥)cre doc -Mios...| 5] RAR_CONFIG G... | (¥ 2 5AP Logon fo... «|[@ Tdentity Mana.. [ @y 3:14pM

Now go to Identity management-> select All data sources from drop down->click
on go.
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J Identity Management - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

w e x fh IE’|hth:rﬂgrcsenter.'SOOUUIwebdynpro,fdispatdﬂerfsap.com,r‘tc--secwmer-rwdrf} - |'|Google P

2 Most Visited % Getting Started 5. Latest Headlines

IWEbome JZEE_ADMIN . -
—

Identity Management | | Import || Configuration | | Consistency Check
Search E‘

‘Search Criteria |User | | | All Data Sources|=|| |[Go]] Advanced Search

DDIC Doic ABAP

= | =] - Frow 1]ef43]~ =] =]

| Dane

f,'s:aﬁ_l | % m @ @ | %) cre doc -Mios...| 5] RAR_CONFIG G... | [ 2547 Logon fo... «|[@ Tdentity Mana.. [ @y 3:16PmM

Now select J2EE_ADMIN user and assign all the roles to it.
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click on go on available roles side select all and Click on ADD and then save it.
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%9 1dentity Management - Mozilla Firefox ;Iilil
File Edit View History Bookmarks Tools Help

gg* c x fh I &= |hth:rﬂgrcserver:SOOUO,f'webdynproIdispatdﬂerfsap.comfhc--secwmemdr f:}‘ - |'|Google el
£ Most Visited #® Getting Started 5| Latest Headlines

|
Tt
[ |

I Herﬂyﬂarmi” Import || Configuration || Consistency Check

(@ User attributes successfully modified

I Search E
Search Criteria |User || | All Data Sources|=|| |[ Go] [ Advanced Search

I'Ir‘.l'eloome J2EE_ADMIN . -

JSeIeciAII " De:selectuAH H éréafe User " Cﬁp}r to N-ew User ﬁ Belete” Ljnlnck ﬂ Lock n Ge-ner.;ite Néw Passwnrﬂ ﬂ Expnri |T

& @ | ADS_AGENT | ADS_AGENT. il
& @ | ADSUSER ADSUSER, ABAP
& @ ARASHED ARASHED, ABAP
& @ DoIC DDIC ABAP
& @ J2EE_ADMIN J2EE_ADMIN, ABAP

I Details of User J2EE_ADMIN ]

f,‘smrtl | % m @ @ | #)cre doc -Mios...| #)RAR_CONFIG G... | (Y2 54P Logon fo... «|[@ 1dentity Mana.. [ @y 3:18PM

Logoff and go to the Below URL

http://<servername>:5<instance>00/webdynpro/dispatcher/sap.com/grc~acappc
omp/AC
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) User Management, SAP AG - Mozilla Firefox oy =l |

File Edit Wiew History Bookmarks Tools Help

'G:—_—-v c P4 fh I5_'1'?'|hth:l:ﬂgrcseruer:50000ﬂogonﬂogonServIet?redirecﬁJRJ_=%Z=webdynpro“} ﬁ:? - |'|Google 2

2 Most Visited P Getting Started 5| Latest Headlines

Welcome
| User ID = 2ee_admin|
|Pa,s.5wnrd * (LTI ITTY Y]

Log on

SAP NetWeaver’

@ 2002-2006 SAP AG All Rights Reserved.

e

| Dane

f“'smrtl | % m @ @ | %) cre doc -Mios...| 5] RAR_CONFIG G... | (¥ 2 5AP Logon fo... <[ @ User Managem... [ @y 3:19pM

login with Master password.
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% SAP GRC Access Control - Mozilla Firefox oy =l |

File Edit Wiew History Bookmarks Tools Help
@' *: c fh I5_'1'='|h'd:]:l:,J',|fg|rcser\ter:50tJl.’.‘lL'J,.*'ln\lebd5-'n|:brt:u,|fditv.patd'1er,.*‘tv.a|:|.t:c:m,.fgrcmﬁt3|:»1:icc:urn|:|,J'.a ﬁ:'_‘f’ - |'|Goc-gie =

£ Most Visited # Getting Started -, Latest Headlines

swrnrn ar
EAR Mot e
.Y GRC Access Control T
Welcome J2EE_ADMIN Help | ADout | Logom L]
Dj?':. Fisk Analysis and Remediation 'E_-L Emerprise Role Management
) o
ot-,j\ Trils component allws Yo I Manage Sagregation of Dutles 2CI08S four ensrprise system. Thils Q-_:.ﬁfj Thils component Sliows You T Manage enterprise nokes WIn 3 singls onified roke
Includes defintion of Sal risks and migating corfrals, risk aralysis, risk remedation, 35 wedl 2s 5ol repeesary. The nales c2n be documented, designed, analjzed for control viatations,
SRS 300 rEpors Tr SudRors, 1T and DUSINSEs DOsess TWMEs. Enoroved, and Men SuomEtkally generated.

2 Compillart Liser Proviskoning ‘/é

‘mf T
(5]

This companent provides compliant 2C085s DrViskning 3Cr0ss eTMerriss spstems. This nchudes Thits comgonent 2liows Yo 1 SNTnce SUDSMUSET 300858 CONMTols 1N 2N SAP System. You
equest sel-senice. 200 , compliznce checks, proactihe resolufion of assess cortrals, nd 2 define superusars and ket owners, log e 2c00unt 2ciMEy, 20 N comprEhanshe

provizioning. repors.

0 UME User Logh Ermor!

| Dane

n."smrtl | % m @& & | #)cre doc -Mios...| 5] RAR_CONFIG G... | (¥ 2 5AP Logon fo... «|[@ sAP GRC Acces.. [ @iy 3:20pM

In order to highlight the Superuser Privilege Management link, Goto below link
http://<servername>:5<nr>00/index.html

JAVA Portal-> user management->login with J2EE_ ADMIN User

VersionIT Page 8



Rashed’s GRC RAR configuration

J Identity Management - Mozilla Firefox

Fle  Edit

View History Bookmarks Tools Help

m e x fh IE’|hth:rﬂgrcsenter.'SOOUUMebdynpro,fdispatdﬂerfsap.com,r‘tc--secwrner-rwdrﬁ - |'|Google

o)
2 Most Visited % Getting Started 5. Latest Headlines

T T e

| = Identity Management

N B sand

ElT]
‘Search Criteria |User] |~ |[All Data Sources |~ ||

IWEbome JZEE_ADMIN ..

— mi

Huﬂyltmnmm!‘” Import || Configurati
Search

n |[ Consistency Check

| Advanced Search

Enter a search parameter and choose Go.

== | - [ ojeeee) - | - | - |

| Dane

ffsml |m @@ | ®orcdoc-... | B)rar_conF... | H2sapilog... o| @sapcrca... |[@ dentitym [ @iy s22pm

Select Role in the dropdown and click on Go.

VersionlT

Page 9



Rashed’s GRC RAR configuration

%) 1dentity Management - Mozilla Firefox oy =l |

File Edit Wiew History Bookmarks Tools Help

@ 7 c Q I'_'I' |hth:l:ﬂgrcserver:EUOUﬂjwebdynproIdispatdﬂerjsap.comfhc--secwrnewudr ﬁ:r - |'|Goc-gie =

£ Most Visited $ Getting Started -, Latest Headlines

|E?SAPJEEHQ'\E5B'H}EQE * IE"‘ldenl:itvaagerrmt = | |T
b I B

oo S RSN WEEET

[ ientry ] [iempart | [ Comtiguration | [ Conststency Check |

I Search =—‘F

Ssarch Criteria [Roke [~ ] 4 Do

[ Select All || Deselect All| [ Create Roke | [ Delete | [ Export |

Type Name * Desorigtion % Dafa Source 2
| B2 Admintsiraior Adminlsaratar roke UME Datatizse

j B | AEADMIN AE Acmin Rke | UME Catanase

J B :wmr ..F-Eﬁppml | UME Detatese

_Ji\ AESRCUMRY AE Securhy UME Datatase

B CAFAGTIn [ | UME Detabzze

BEER H - /oEH

|Done

n."smrtl | % m @& & | %) credoc-Miaos...| 5] RAR_CONFIG G... | [(¥ 2 5AP Logon fo... -|[@ 2 Firefox - |I® &y s23em

Click on Create Role, in general information Tab provide unique name in the provided filed(here it is
FF_ROLE) and Goto Assigned Actions Tab. then Type *FF* in the Text Field. click on GO button.

select all and click on Add and save it.

Now select User from the drop down and click on Go button
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%3 1dentity Management - Mozilla Firefox =17l x|
Fle Edit View History Bookmarks Tools Help

@ c Q I &= |hth:l:ﬂgrcserver:SUOUOJWEbdynmedispatdﬂerfsap.com,.thn-secwrnEr-wdr ﬁ:r - |'| Google e
£ Most Visited #f Getting Started -, Latest Headlines

|W5APJEB@sesm-tpage x IWldem:tyumagem.t | |T

E— 7\ e

| ldentity Management || Impart || Caonfiguration || Censistengy Chedk |

Search IE”j
Search Criteria | User | ™| [All Data Sources| ™~ Advanced Search

| select Al | Deselect All | | Create User || Copy to New User | [ Delete | [ Unlodk || Leck | Generate New Password | | Export |

Type Status 5 Logon ID % Name % Department % Data Source H
J & @ ADS_AGENT ADS_AGENT, ABAP
J & @ ADSUSER ADSUSER, ABAP
J & @ | ARASHED ARASHED, ABAP
J & @ ooIC DDIC ABAP
J & | @ JZEE_ADMIN JZEE_ADMIN, ' ABAP
EI:ID Rowl_1/0f13 [~ =] =]
| Done

n."smrtl | % m @ @ | %) cre doc-Miaos...| B RAR_CONFIG G... | (Y2 5AP Logon fo... -|[@ 2 Firefox - |I® &y szzem

Select J2EE_ADMIN user-> modify->goto assigned roles tab->type *FF* in the space and click go-> select
all-> ADD-> save it.

logout and go to this url
http://<servername>:5<instance>00/webdynpro/dispatcher/sap.com/grc~acappcomp/AC
Now we can see the Superuser privilage management Tab Activated.
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% SAP GRC Access Control - Mozilla Firefox oy =l |
File Edit Wiew History Bookmarks Tools Help

i; ix C X N IT_'Z='|hth:l:ﬂgrcseruer:EUOUﬂjwebdynproIdispatdﬂerfsap.mmfgrcwmppcomp!ﬁ T |'|Goc-gie 2

£ Most Visited # Getting Started -, Latest Headlines

e
SAR MetWamor ||
T
Help | About | Logoff ‘
GRC Ac Ss co“tr0| Welcome J2ZEE_ADMIN
o Risk Analysis and Remediaticn i Enterprise Role Management
oEe LN
UJ.G\ L
a3 This component allows you to manage Segregation of Duties =TT This component allows you to manage enterprise roles with
aooss your enterprise system. This incudes definition of ScD a single unified role repository. The roles can be
risks and mitigating controls, risk analysis, risk remedation, as well documented, designed, analyzed for control viclations,
a5 Sob alerts and reports for auditors, |T and business process approved, and then automatically generated.
OWners.
- @ Compliant Liser Provisioning ‘4 Supsruzer Privilege Managemen
g <K&
O This component provides compliant access provisioning across " This component allows you to enforce superuser access
enterprise systems. This includes access request selfservice, controls in an SAP system. You can define superusers and
approvals, compliance cheds, proactive resolution of access alert owners, log the account adivity, and run
controls, and provisioning. comprehensive reports. LI

| http:f{arcserver: 50000 fwebdynpro/dispatcher fsap. comfarc~ffappcomp/Firefighter
n."smrtl | % m @ & | %) cre doc -Mios...| 5] RaR_CONFIG G... | (Y2 5AP Logon fo... -|[@ sAP GRC Acces.. [ @y 3:31PM

Check background job daemon by going to the below URL
http://<server>:5<nr>00/sap/CCBgStatus.jsp
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¥ €C Daemon - Mozilla Firefox oy =l |
File Edit Wiew History Bookmarks Tools Help
> L I g |htu::ffgrcserver:EDDUD;’saprCBgSEhJs.jsp iR I r | Google =

£ Most Visited $ Getting Started =, Latest Headlines

Background Daemon

Background Daemon deatils
Daemon Iteration Interval (min) 1

A ctive [Rmming m

Jpdate Daemon details

Daemon Iteration Interval (min)

1
A ctive Start | Stop | Update |
Background Daemon execution deatils

Background Main Thread Initiated at Sat Apr 06 15:02:14 PDT 2013 and Active Status
is:true

| Daone

i."Startl | % m @ & | %) cre doc -Mios...| 5] RAR_CONFIG G... | (Y2 54P Logon fo... «|[@ cC Daemon - M. [ @y 3:37pM
It should come up with status "running”.

Now go to URL http://<server>:5<nr>00/sap/CCADStatus.jsp. An empty screen is displayed as below.
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%) Analysis Daemon Manager - Mozilla Firefox = |ﬁ'|i|
File Edit Wiew History Bookmarks Tools Help
@ - c ﬁ I'_'I' |hth:l:f,.'grcserver:EUDUD,ﬂ'sapICCADSEbJs.jsp ﬁ:r - |*|-’Z-0c-g!e =

£ Most Visited $ Getting Started -, Latest Headlines

Analysis Engine Daemon Manager

| Daone

.."smrtl | % m @ & | %) cre doc -Mios...| 5] RAR_CONFIG G... | (¥ 2 5AP Logon fo... «|[@ Analysis Daem... [ @[y 3:40pM

Now Run the below Queries at database level. ( Open SQL Server Mgmt Studio )

INSERT INTO SAP<SID>DB .VIRSA_CC_CONFIG VALUES (105, 0, 'http', 'J2EE Engine Protocol’)
INSERT INTO SAP<SID>DB.VIRSA_CC_CONFIG VALUES (106, 0, '50000", 'J2EE Engine Port’)
INSERT INTO SAP<SID>DB .VIRSA_CC_CONFIG

VALUES (107, 0, 'http://localhost:50000/webdynpro/dispatcher/sap.com/grc~ccappcomp/BglobStart’,
‘BgJobStart URL")

After running the above queries the output is displayed as below.

VersionIT Page 14



Rashed’s GRC RAR configuration

I8l
File Edit Wiew History Bookmarks Tools Help
@ c x fh I |htt|:| Jfgrcserver: 50000 /sap/CCADStatus.jsp ﬁ:? - |'| Google =
2 Most Visited P Getting Started 5| Latest Headlines
Analysis Engine Daemon Manager
Daemon(s = T ;
ID- D:\usr\sap\RSD\DVEBMGS00\j2ee\clusteriserver\.
nﬁ;“d Status Since Running On
0 IDLE 4/6/13 345 :‘n.uslr‘\sap\RSD‘-DVEBMGSOD
PM ‘j2ee\cluster'server(.
1 IDLE 4/6/13 345 D:‘uuslr‘\sap\RSD‘JZ}VEBMGSOO
PM \j2ee\cluster'serverQ\.
2 IDLE 4/6/13 345 D:‘uuslr‘\sap\RSD‘DVEBMGSOO
PM ‘2ee\cluster'server(.
Web Services Workers
3 IDLE 4/6/13 345 D:‘msr\sap\RSD‘-DVEBMGSOD
PM ‘2ee\cluster'server(l.
4 IDLE 4/6/13 3:45 D:‘msr\sap\RSD‘DVEBMGS{)O
PM ‘j2ee\cluster'server(.
5 IDLE 4/6/13 345 D:‘uuslr‘\sap\RSD‘-DVEBMGSOD Jod
PM ‘2ee\cluster'server(.
5 IDLE 4/6/13 345 D:‘u.usF‘\sap\RSD‘-DVEBMGSOD
PM ‘2ee\cluster'server(. =]

| Dane

f*sm-tl | % m @@ | (v 2Moosoft Office Word ~| [ 2 54P Logen for Wind... «|[@ Analysis Daemon Ma.. |20 @iy 3:47pM

Maintain JCO Connectors( Metadata and Model ).
goto the URL http://<servername>:5<instance>00/webdynpro/dispatcher/sap.com/grc~acappcomp/AC
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% SAP GRC Access Control - Mozilla Firefox oy =l |
File Edit Wiew History Bookmarks Tools Help

i; ix C X N IT_'Z='|hth:l:ﬂgrcseruer:EUOUﬂjwebdynproIdispatdﬂerfsap.mmfgrcwmppcomp!ﬁ T |'|Goc-gie 2

£ Most Visited # Getting Started -, Latest Headlines

e
SAR MetWamor ||
T
Help | About | Logoff ‘
GRC Ac Ss co“tr0| Welcome J2ZEE_ADMIN
B Risk Analysis and Remediaticn i Enterprise Role Management
oEe 2
UJ.G\ L
a3 This component allows you to manage Segregation of Duties =TT This component allows you to manage enterprise roles with
aooss your enterprise system. This incudes definition of ScD a single unified role repository. The roles can be
risks and mitigating controls, risk analysis, risk remedation, as well documented, designed, analyzed for control viclations,
a5 Sob alerts and reports for auditors, |T and business process approved, and then automatically generated.
OWners.
O g/ ComoliantUser Provisioning ‘4 Superuser Privilege Mansgement
2 &
O This component provides compliant access provisioning across " This component allows you to enforce superuser access
enterprise systems. This includes access request selfservice, controls in an SAP system. You can define superusers and
approvals, compliance cheds, proactive resolution of access alert owners, log the account adivity, and run
controls, and provisioning. comprehensive reports. LI

n."smrtl | % m @@ | (v 2Moosoft Office Word ~| [ 2 54P Logen for Wind... -|[@ sAP GRC Access cont... |20 @iy 3:49pM
click on Risk Analysis and remediation

meanwhile logon to ABAP Stack and create a Logon group using transaction SMLG
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[ Grouplist Edit Goto Settings System  Help w

) -dB e@@ CHBR oDOD BFR @@

(S
CCMS: Maintain Logon Groups
g [ &2 T Delete Assignment T Delete Group T Remove instance @g (E] ?’i S T E g

-
Logon Group|Instance Status

GRCSEEVER_RSD 00 3

® System RSD (1) 001
Client 001
User ARASHED
Program SAPMSSYD
Transaction SMLG
Response Time 8892 ms
Interpretation Time 63 ms =
Round Trips/Flushes 21 =

WTRSD(IJ00T = | GRCSERVER | INS

caznole

l'."Startl | % m & @& | v 2Mosoft Office Word v”BZSAP!_mnfanm_v @R.iskhnalysisandR.emed...”r_Ew ®i iy 3:50PM
click on create
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[ Grouplist Edit Goto Settings System  Help
& | " dH CQQ CHE DD BE @
CCMS: Maintain Logon Groups
& D 2 ﬂ'DeIete Assignment ﬂ'D [E Change Assignment z %
| < Assignment | Attrbutes | I N
Logon Group|Instance Status | ik
GRCSERVER RSD 00| @
Logon Group EVITGRDUP
Instance GRCSERVER_RSD_00

= rv|
¥ COcony  (Enter)| GRCSERVER | INS

n."smrtl |2mEF | @2Maoso&0fﬁéWmd || 2 5AP Logon for Win... - &) Risk Anlysis and Remed... || 2, @iy 3:51PM

provide logon group name and copy it and save.

Page 18
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= Group list
=

& |l

L

Edit Goto  Settings System  Help

-dB e@@ CHBR oDOD BFR @@

CCMS: Maintain Logon Groups

4 [0 & T Delete Assignment

T Delete Group

Logon Group

Instance

Status

VIIGROUFE

GRCSEEVER_RSD 00

Changes saved

ﬂ Remove instance

el

B PR AFEHGH

P RSD (1) 001 *

GRCSERVER | INS

l'."Startl J hEES J fiw! 2 Microsoft Office Word v”BZSAlenfanm_.v (&) Risk Analysis and F‘.emed...”r_’\::,w miy 3:52PM
go to http://grcserver:50000/sld-> technical systems
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951D - Mogzilla Firefox

=17 x|
Fie Edit View History Bookmarks Tools Help
& 4 7 R c fh I'_'I' |hth:l:ﬂgrcserver:EUOUﬂjwebdynproIdispatdﬂerjsap.comfhc--sld-mdmmainf ﬁ:'_‘f’ - |'|Goc-gie =
£ Most Visited , Getting Started -, Latest Headlines
| 5P GRC Access Control » | = Risk Analysis and Remediation x |z sD x -

SAP NetWeaver”

Home Administration Leog Off Help About

System Landscape Directory {SLD} manages information about all installable and installed elements of your system landscape.

Landscape Software Catalog Development
Technical Systems Products Name Reservation
View and Define Systems and Servers View Products in SAP Software Catalog Manage Name Reservations for HetWeaver

Development
Landscapes

View and Configure Groups of Systems

Software Components
View Software Compeonents in SAP Software

Catalog
Business Systemns

View and Configure Business Systems for Use in
Exchange Infrastructure {1}

| Dane

n."smrtl | % m @ @ | %) cre doc -Mosoft Word | 9] RAR_CONFIG_GRC -Mic... |[{@ SLD - Mozilla Firefox & @iy 3:s3PM
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¥J 51D - Mozilla Firefox =17 x|
File Edit Wiew History Bookmarks Tools Help
CS ix C X N I = |hth:l:ﬂgrcserver:EUOUﬂjwebdynproIdispatdﬂerjsap.comfhc--sld-wdmmainf T |'| Google 2

£ Most visited $ Getting Started -, Latest Headlines

| 5P GRC Access Control » | = Risk Analysis and Remediation x |z sD % .

w SAP I\IatWeavar“f

Home Administration Log Off Help About

View and Define Systems and Servers

I Technical Systems

Technical System Type: |Web AS ABAP [+ Fiter: | |
-Select Technical System Type- =
| New Technical System. .. FTRT=" CI=E
Name Web AS Java Wersion Last Update
J RSD on greserver | Standalone 700 04/06/2013 12:55
Third-Party [ |
Exchange Infrastructure
All
BEES 0 @EE L
L —
1] | Ll_l
| Dane
Orstart| | S M @ @ | 9] GRC doc -Microsoft Word | 64] RAR_CONFIG_GRC -Mic... |[@ LD - Mozilla Firefox |& @iy 3:s5PM

select ' Web As ABAP' in the drop down and click on go.
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¥J 51D - Mozilla Firefox =17 x|
File Edit Wiew History Bookmarks Tools Help
CS ix C X N I = |hth:l:ﬂgrcserver:EUOUﬂjwebdynproIdispatdﬂerjsap.comfhc--sld-wdmmainf T |'| Google 2

£ Most visited $ Getting Started -, Latest Headlines

| 5P GRC Access Control » | = Risk Analysis and Remediation x |z sD % .

E’ SAP Nelweavel_'"

Home Administration Leog Off Help About

View and Define Systems and Servers

I Technical Systems E
Technical System Type: [Web AS ABAP [=] Filter: | | @
| Mew Technical System... I Remove " Export " Refresh | EI
NMame Host Version Last Update
J RSD on grosenver | groserver 700 04/08/2013 12:58
HEE ¢ EHEH
| Daone

n."smrtl | % m @ @ | %) credoc-Mosoft Word | 9] RAR_CONFIG_GRC -Mic... |[ @ SLD - Mozilla Firefox |& @iy 3:s5PM

select the SLD server(here it is RSD on grcserver)

click on "Message Server" tab
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J 51D - Mozilla Firefox

S
@ C X & [z noisjorcserver:50000jwebdynprofdspatcher fsap.comtcrsid~wdemain/ 77 - |Gl Goosle 2|

|

I ABAP Technical System Details for: R5D on groserver

m|

|
|
!
:

Administration Contact:

e

|
[ iavascript:void(0);

click on add new logon group
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J 51D - Mozilla Firefox

m e x fh IE’ |hth:rﬂgrcserver:SOOUOMebdynpro,fdispatdﬂerfsap.com,r‘hc--sld-wdr-maw‘f} " |'|Google P

2| Most Visited b Getting Started .. Latest Headines

I ABAP Technical System Details for: R5D on greserver

=

Host Name BICSETWET m Add Mew Logon Group || Remove
sy G M egensews
Desoription: m

VITGROUF

=

Administration Contact:

B

—
-
.

Costart| | 5 B @€ @ | B GRCdoc-Mosoft Word | 4] RAR_CONFIG_GRC -Mc.. [[@ LD - Mozilla Firefox %, @iy 3:s8PM

Provide logon group created in ABAP Stack and save it.

Goto http://grcserver:50000/index.html and click on Web Dynpro->content administrator->login with
J2EE_ADMIN user

VersionlT Page 24



Rashed’s GRC RAR configuration

%) Web Dynpro Content Administrator - Mozilla Firefox = |ﬁ' |i|
File Edit Wiew History Bookmarks Tools Help

- Q I =r |htu::ffgrcserver:EDDUD,.’webdynprofdispatd‘.er,{sap.mm,.'tc-wdmtoolstxpl T I %

Google R

£ Most Visited $ Getting Started -, Latest Headlines

| 2™ SAP J2EE Engine Start Page > | T Web Dynpro Content Administrat... >

w SAP NetWeaver™

| Create JCo Destinatien | Maintain JCo Destinations | | Start assigned SLD || Chedk SLD Connedtion

[1] welcome

— | Search =
——

Refresh || Enable all
* Deployed Content

¥ sap.com
* Systern Defined Content

4]
|Done

i."Startl | % m @ @ | %) cre doc -Migosoft Word | ] RAR_CONFIG_GRC -Mic... |[@ web Dynpro Content . |, @[y 401PM

Click on Maintain JCo destinations
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%) Web Dynpro Content Administrator - Mozilla Firefox = |ﬁ'|i|
File Edit Wiew History Bookmarks Tools Help
@ - c A, Q I = |htu:l:ﬂgrcserver:Eﬂoﬂnfwebdynprofdispatﬁerjsap.comftc-wdmtoolstxpl ﬁ:r - |'|Goc-gie =

£ Most Visited $ Getting Started -, Latest Headlines

| 2™ SAP J2EE Engine Start Page > I T Web Dynpro Content Administrat... > | |T

W SAP NetWeaver™

| Create JCo Destination | Maintain JCo Destinations | | Start assigned SLD || Chedk SLD Connedtion |

[ 1]  JCo Destination Details

- Search [[[ |55 |Define Source i [*] [ Create
Mame 3 Status 3

HeRE ] enotlc ol | VIRSAR3_01_METADATA 1 Ceeate | Preview | Esit | Test | Ping | Ren
Sehienioyis e | virsarz_01_mopEL [ Create |FPreview |E Te g | Re

¥ sap.com =l

; | VIRSAR2_02_METADATA [ ] Create | Preview | E =
» System Defined Content o | . |
J VIRSAR2_02_MODEL [ ] Cregte | Freview | Edit | T Re
| viRsaRa_03_METADATA [ Creste | Frevis P 7

BEE B cog

| | -
1| | 3

maintain VIRSAR3_01_METADATA AS METADATA
VIRSAR3_01_MODEL AS APPLICATION DATA
VIRSAR3_02_METADATA AS METADATA
VIRSAR3_02_MODEL AS APPLICATION DATA
VIRSAR3_03_METADATA AS METADATA
VIRSAR3_03_MODEL AS APPLICATION DATA

By clicking on create
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) Web Dynpro Content Administrator - Mozilla Firefox

=& x|
Fie Edit View History Bookmarks Tools Help
'G_lfv c b 4 fh IE?'|hth:l:ﬁgrcserver:SUOUOJWEbdynproIdispatdﬂerfsap.comfhc-wdmtoolstxpl ﬂ? - |'|Goc~gle e
£ Most Visited #® Getting Started 5| Latest Headlines
| T SAP J2EE Engine Start Page x ] T Web Dynpro Content Administrat... X F

—TI I
J VIRSARZ_03_METADATA @

m

| Create | Preview

Destination Name

Mame: [VIRSAR3 01 METADATA |
Client:

[] Copy it fram an existing JCo destination

-

Define the name and the maximal pool size of the JCO connection.
Optionally you can oreate the new JCo destination as a copy of a existing one.

Please make sure that the new JCo destination name is not an extension of an existing ocne (like "Test" and "Test1

-

General Data J2EE Cluster Connedtion Type Appl. Server Connecticn

JCo Pool Configuration

Maximal Pool Size :

Maximum Connections:
Connection Timeout (msec.}: 10000
Maximum Waiting Time {msec.): 30000]|

U

4 Previcus | [Mext ] [ Finish | [ cancal

=

-l

| Dane

f*smrtl | % M & @ | ] GRC doc - Microsoft Word | ] RAR_CONFIG_GRC - Mic...

|[@ web Dynpro content . |&, @iy 404pm

provide details as provided in the screen and click next

VersionlT

Page 27



Rashed’s GRC RAR configuration

Fle Edt View Hstory Bookmarks Tooks Help o

@v\ C 4 | = |http:/forcserver:50000/webdynpro/dispatcher jsap.comjtcrvdntools/Expl 17+ |[Gl+| Goocie P

£ Most visited #f Getting Started - Latest Headlines

| T SAP J2EE Engine Start Page > | =7 Web Dynpro Content Administrat... X | |-
i_l VIRSAR3_03_METADATA i @ |M i Freview | Edit | Test | pip;ﬂ

—il 2]} 3] a1 b

General Data J2EE Cluster Connection Type Appl. Server Connection

Define the J2EE cluster, to which the JCo destination should be assigned.
*ou should use your local J2EE cluster as default. In some cases it might be useful to define the JCo destination for amd
[#] Use local J2EE engine "RSD on greserver”

|F{EI3 on QICSEIVET |‘

4 | Llll

| favascript:veid(0);
f,‘smrtl | % m @ @ | %) cRe doc -Miosoft Word | ] RAR_CONFIG_GRC -Mic... |[@ Web Dynpro Content .

Wy 404PM

click next
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) Web Dynpro Content Administrator - Mozilla Firefox =12 =l
Fle Edit Wiew History Bookmarks Tools Help
m e x fh I = |htu:l:ﬂgrcserver:SOOUU,f'webdynproIdispatdﬂerjsap.comftc-wdmtoolstxpl fj - |'| Google =
2 Most Visited P Getting Started 5| Latest Headlines

i_. VIRSAR3_ 03 METADATA | a | o i Freview i Edit | Test []

General Data Connection Type Appl. Server Connection Msg. Ser
J2EE Cluster
Data Type Destination Type

Define the type of data you want to read using the JCo destination. Define whether or not you want a load-balance
e Dictionary Meta Data Hote: This is only possible for destinations u=
~ Application D {*' Load-balanced Conneclion {recommended

" Single Server Connection {should be used 4

4 | LILI

| favascript:void(0);
A’_"smrtl | % m @ @ | ¥)cre doc -Migosoft Word | ] RAR_CONFIG_GRC -Mic... |[@ Web Dynpro Content . | &, @[y 405PM

clikc next
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) Web Dynpro Content Administrator - Mozilla Firefox 7]

Fle Edit Wiew History Bookmarks Tools Help

w e x fh I = |htu:lrﬂgrcser\ter:SOOUU,f'webdynproIdispatdﬂerjsap.comftc-wdmtoolstxpl fj - |'| Google el

2 Most Visited P Getting Started 5| Latest Headlines

| T SAP J2EE Engine Start Page | = web Dynpro Content Administrat... =
= VIRSAR3_03 METADATA I @ i Create i Freview i Edit i et | Ping e || =

Create new JCo Destination

-

General Data JZEE Cluster Connecticn Type

Define the message server, systern name and the logon group used by the JCO connedtion.

Message Server: Iﬂsm—lﬂ
System Mame:
Logon Group: [VITGROUP [=]

[] Use SAF Router

SAP Router String: |

[ Previous| [ Finish | [Cancel

A [» I_I
| favascript:void(0);

Costart| | % M @ @ | ) 6RC doc -Miosoft Word | ) RaR_cONFIG_GRC -Mic... |[@ web Dynpro Content .

® 1y 405PM

click next
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) Web Dynpro Content Administrator - Mozilla Firefox oy =l |
File Edit Wiew History Bookmarks Tools Help :

g‘ﬁ_‘”'* c x fh IE’.'-'|hth:l:ﬂgrcserver:SOOUU,f'webdynproIdispatdﬂerfsap.comftc-wdmtoolstxplfj - |'|Google =

2 Most Visited P Getting Started 5| Latest Headlines

|a?wmawsmpage x | = Web Dynpro Content Administrat... X l [T
= VIRSAR3 03 METADATA i "] | Creste

I I 1
F
Preview | Edit | Test | Ping —I

Create new JCo Destination

General Data JZEE Cluster Connecticn Type Appl. Server Connecticn

-

Define the required authentication method and {optionally) the parameters needed for a secure network communi
Define the used authentication method and {opticnally) the parameters needed for a secure network connectic

User Authentication Secure Network Connection [SHC)
Used Method: [Uses / Password |= SNC Mode:
Mame: SNC Partner Name; |

Password: SNC Security Level: [~
Confirm P d: |[sesssssens SHC Hame |

Language: [English [®]  sHC Libeary Path: |

[4 Previous| [next #] [l Finizh | [ cancel

Kl | Llll
| Done

Costart| | % M @ @ | ) 6RC doc -Miosoft Word | ) RaR_cONFIG_GRC -Mic... |[@ web Dynpro Content .

® 1y 405PM

Provide DDIC user and password and click on next
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Rashed’s GRC RAR configuration

) Web Dynpro Content Administrator - Mozilla Firefox oy =l |
File Edit Wiew History Bookmarks Tools Help
@ 7 c Q I = |htu:l:ﬂgrcserver:EUOUnfwebdynproIdispatﬁerjsap.comftc-wdmtoolstxpl ﬁ:r - |'| Google =

£ Most Visited $ Getting Started -, Latest Headlines

| I SAP J2EE Engine Start Page * I T Web Dynpro Content Administrat... > |T
| VIRSAR3 03_METADATA -] Creste Fraview E Te Fing ;I
[2[=]] Rowl 7 Joras [~ =] =]
Create new JCo Destination
gl L | 2 2] 41 ] L4
General Data JZEE Cluster Connecticn Type Appl. Server Connecticn
You defined the following JCO connedtion:
General Data JCo Pool Configuration
MName: VIRSAR3 01 METADATA Maximum Pool Size:
Client: oot '_ Maximum Connections:
J2EE Cluster Name: E{_E‘._I'} c.;.|:| gmaenra Connecticn Timeout {msec):

Maximum Waiting Time (msec.}:

4 Previous| [Hext [+ [ Finish] [ Cancel

4 : |

st

| Dane

n."smrtl | % m @ @ | ¥)cRre doc -Migosoft Word | 4] RAR_CONFIG_GRC Mic... |[@ Web Dynpro Content .. |, @iy 406PM

click on FINISH

Repeat the above steps for all other JCo destinations given above.

now go to http://<servername>:5<instance>00/webdynpro/dispatcher/sap.com/grc~acappcomp/AC

and click on Risk analysis remediation-> Configuration tab->Connectors->Create
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%D Risk Analysis and Remediation - Mozilla Firefox 12| x|
File Edit Wiew History Bookmarks Tools Help

7 b 4 fh I &= |hth:l:ﬂgrcserver:SUOUOJWEbdynmedispatdﬂerfsap.comfgrcmppoompfc ﬁ:? - |'| Google e
£ Most Visited #® Getting Started 5| Latest Headlines
| T SAP GRC Access Control = ]E?Riskﬁnalvsisaﬂﬂtnmﬁatim X F
w SAP GRC Access Control [
Risk Analysis and Remediation Wetoome JIEE_ADMN Holn' Aot 14
oo BRI Create Connector
= Default Values
= Performance Tuning System: * | |
= Additional Options
« Mitigating Controls iztemibiame: l |
= Workflow System Type: n
= Miscellaneous
¥ MIC User Mappings Connection Type: [Adaptive RFG ||
» MIC Risk Mappings JCO Destination: = ™
= Connectors
e | |
¢ Create pe—
+ Search Report Mame: [ |
EREE AR Outbound Connection:
¥ Cross Systems O
# Data Extraction ,
Unicode System:
« Master User Source O
* User Mapping
*# Custom User Groups s
4| | 3
| Dane

f“'smrtl | % m @ @ | #)cre doc -Migosoft Word | 4] RAR_CONFIG_GRC -Mic... |[@ Risk Analysis and Re. | @iy 413PM

Provide the details and save it

Now click on Connectors->search->search
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) Risk Analysis and Remediation - Mozilla Firefox oy =l |
File Edit Wiew History Bookmarks Tools Help
@ 7 c Q I = |hth:l:ﬂgrcserver:EUOUﬂjwebdynproIdispatdﬂerjsap.comfgrcmppcompfc ﬁ:r - |'| Google =

£ Most Visited $ Getting Started -, Latest Headlines

| ™ SAP GRC Access Control x IFRiskMah‘sisanllReMaﬁnn *
Informer = T I

Ll

= Risk Analysis
» Default Values

* Performance Tuning System Systemn Mame System Type Connedion Type
+ Additional Options r RSD grosenver SAP e
« Mitigating Controls [ ' .
= Workflow
= Miscellaneous
¥ MIC User Mappings
¥ MIC Risk Mappings
= Connectors
= Create
¥ Logical Systems
¥ Cross Systemns
¥ Dats Extraction
+ Master User Source
¥ User Mapping

¥ Upload Objects
F Rule Uplocad
S

¥ Badkground Job =
« | LI_I

[RAR_CONFIG_GRC - Microsoft Word|
n."smrtl | % m @ & | #)cre doc -Migosoft Word | 4] RAR_CONFIG_GRC -Mic... [[@ Risk AnalysisandRe. |, @y 415PM

Check, if the connector really works by going to below URL and test search for Backend users

http://<server>:<port>/webdynpro/dispatcher/sap.com/grc~ccappcomp/CCDebugger
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%9 ccpebugger - Mozilla Firefox ==

File Edit Wiew History Bookmarks Tools Help

i b 4 fh I &= |hth:l:ﬂgrcserver:SUOUOJWEbdynmedispatdﬂerfsap.comfgrcmppoompfc ﬁ:? - |'| Google e

£ Most Visited P Getting Started 5| Latest Headlines

| T SAP GRC Access Control x ] ™ Risk Analysis and Remediation ® J T~ CCDebugger X -
Debugger Welcome JZEE_ADMIN Lopoff iz
Obj. Type: [User [ =lobj. 10: [ [To: [ | Get Actions | Get Permissions | Search Obj | Get Obj Roles | Get Users For O
Get Users For Mgr
From: | [Ero: | [T Get Changed UsersRoles/Profiles |
Log File: | ccappeomp.0.log * | View Server Log | Clear Text Area | Clear All Memary Cache | Memory Usage |
S0L or File/Dir: | Limit to 1000 Rmﬂ Execute Queryl Clear Output ~

qu - I el I > I I
Result from searchlser

2EE_ADMIN
J2EE_GUEST

SAP

ol

provide * in Obj ID field and click on Search obj... users in backend must be shown here.

Create a logical system in GRC home page in java stack.

VersionIT Page 35
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) Risk Analysis and Remediation - Mozilla Firefox

181X
Fle Edit Wiew History Bookmarks Tools Help

w e x fh IE’.'-'|httprﬂgrcser\ter:SOOUU,f'webdynproIdispatdﬂerfsap.comfgrcmppcompfcﬁ - |'|Google

2 Most Visited P Getting Started 5| Latest Headlines

gy T S |
- Risk Analysis.
+ Default Values

o)
5 -l

Create Logical System

= Performance Tuning

Logical System: = [rsDCLNTOOY
« Additional Options
= m o Desciption: [reckLnTOOM
...' J
+ Miscellansous :i
¥ MIC User Mappings

= Create

* Search

+ Genesate Rules
¥ User Mapping

» Custom UserGroups
¥ Upload Objects

1| | Ll_l
| javascript:void(0);

f}smrtl | % M @ & | %) cRe doc -Midosoft Word | ] RAR_CONFIG_GRC -Mic... |[ @ Risk Analysis and Re...

| ®y 423em

Save it
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UPLOAD ERROR MESSAGES.

utilities->Import->browse the location of error message file(CC5.3_MESSAGES.txt)
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%D Risk Analysis and Remediation - Mozilla Firefox oy =l |
File Edit Wiew History Bookmarks Tools Help

'G_;_—v c P4 fh I:_'Z?'|hth:l:ﬂgrcseruer:EUOUﬂjwebdynproIdispatdﬂerfsap.comfgrcmppcompfc f? - |'|Google =

2 Most Visited P Getting Started 5| Latest Headlines

| T SAP GRC Access Control » | z Risk Analysis and Remediation > | I CCDebugger x F

B’ Risk Analysis and Remediation \sicoms JZEE_ADMIN Help Aol Logom 'e =l
— | She

= Rilsk Analysls Import Configuration
- DetauRVales
= PerfomeEnce Tuning Locall Filk: ID.‘g\:’Hm_chﬂ'guduc: ; Birow=a._ I
« AodRions] Opilons

- Mmgag Cortrols

« Workdow |Correct file name and path must be provided

» MIC User Mappings
¥ MIC REK Mappings

¥ Logleal Sysems
¥ Cross Systems

-

|Done
-f"‘smrtl | % M @ & | %) cRe doc -Midosoft Word | ] RAR_CONFIG_GRC -Mic... |[ @ Risk Analysis and Re... | mily 426pM

click on Import Configuration.
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%D Risk Analysis and Remediation - Mozilla Firefox oy =l |
File Edit Wiew History Bookmarks Tools Help
@ 7 c Q I = |hth:l:ﬂgrcserver:EUOUﬂjwebdynproIdispatdﬂerjsap.comfgrcmppcompfc ﬁ:r - |'| Google =

£ Most Visited $ Getting Started -, Latest Headlines

| ™ SAP GRC Access Control X IE"‘RiskMa!vsisamIlReMahm X | T CCDebugger X

B e’ Risk Analysis and Remediation \sicoms JZEE_ADMIN Help Aol Logom 'e

- Rk Analysle Import Configuration
+ DetauRVakes
+ Perfumznce Tuning waire [T s |
« AGaRIoE CpIKNS
» MEigating Coctrols
« Workdow
= MiscellEnedus
» MG User Mapaings
B WAC Rk Mapoings
b Comnestars
b Lagicd Syclens Connrmation esog
R L Thils will cuenwriiz extsting entries: 0o you want i continus?
» Dot Exdmcion
+ IM3ster User Source
b User Mapping
¥ Cusiom User Grougs
b Uik Cojects
¥ Fule Upioad
+ Backend Snc
¥ Backgroend Job
+ Organtzations] User Mapping
+ Custom Tabs
+ SAP Acagler
+ Data Comerskn CCS 1 - CCS 3
- Uaimes
- Export

Ll

|ljavasat:t:void(0};
n."smrtl | % M @ & | %) cRe doc -Midosoft Word | ] RAR_CONFIG_GRC -Mic... |[ @ Risk Analysis and Re... | mily 426pM

click Continue
Set/check default performance parameters
Set Default Values according to your requirements

Set Performance values according to Note 1121978 - Recommended settings to
improve performance risk analysis
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%D Risk Analysis and Remediation - Mozilla Firefox oy =l |
File Edit Wiew History Bookmarks Tools Help
@ 7 i c P4 fh I =r |hth:l:ﬂgrcserver:EUOUﬂjwebdynproIdispatdﬂerjsap.comfgrcmppcompfc ﬁff’ i |'| Google =

£ Most visited #f Getting Started - Latest Headlines

| T SAP GRC Access Control X IE"RiskAnah‘sisaulRerlmﬁatlm x I ™ CCDebugger X |T
etk v Risk Analysis - Default Values =]
= Default Values
= Performance Tuning Default report type for risk analysis n
= Additional Options This option sets the default report type when running a risk anahysis; the default valee is Permission Lewvel
o Metiatin C .
= Workflow
Diefault risk level for risk analysis
= Miscellaneous
¥ MIG User Mappings This option sets the default risk level when running a risk analysis; the default value is All
» MIC Risk Mappings
» Connectors Default user type for risk analysis
b oo i This option s=ts the default user type included when running 3 risk anahysis; the default is Dislog
b Cross Systems
# Data Extraction
. User 5 Default rule set for risk analysis :E
¥ User Mapping This option sats the default rule sat included when running 3 risk anahysis
» Custom User Groups
B o ey Exclude Locked Users fe= ¥
’ Thi ¥ ifies whether locked luded whe i ik iz; default value iz '
» Backend S iz option specifies r users are e when running a risk anshysis; default value is Yes
¥ Background Job
» Organizational User Mapping Exclude Expired Users
» Custom Tabs This aption specifies whether expired users are excleded when running a risk anahysis; the default vales is Yes
« AP Adapter
= Data Conversion CC5.1 > CC5.3 e =
2E = Exclude Mitigated Risks e  [=]
« Export This option specifies whether risks with mitigating controls are excleded when running a risk anahysis; default value is Yes i
= |mport -
4| | »
| Done
f“'smrtl | % M @ @ | %) cRe doc -Midosoft Word | ] RAR_CONFIG_GRC -Mic... |[{@ Risk Analysis and Re... | @iy 430PM
Save it

Click on Performance Tuning
provide all the values and click on save
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%D Risk Analysis and Remediation - Mozilla Firefox oy =l |
File Edit Wiew History Bookmarks Tools Help
@ iy c P4 fh I = | http: ffarcserver: 50000 fwebdynpro/dispatcher fsap. com/grec~ccappoompy/C ﬁff - I '| Google =
2 Most Visited P Getting Started 5| Latest Headlines
| ™ SAP GRC Access Control X ]E"Riskﬂnahsisaulkenmﬁahm x I ™ CCDebugger X F
e
R Risk Analysis - Performance Tuning
= Default Values
. Batch Size for User Synchronization
= Additional Options. This option is for limiting the number of users per batch; the default value is 1000 users
TRt Conirok
STy Mumber of Web Service Worker Threads
= Miscellansous : Gt . ; e
» MIC Uisar Mappi This parameter specifies the number of server threads for Web service calls; the default value is & to tumn off, set to 0
» MIC Risk Mapping=s
» Connectors Number of Bachground Job Waorker Threads
¥ Logical Systems This is to specify the number of server threads for background jobs; default valee is 3; to turn off, set to 0
¥ Cross Systems
gl 2 RFC Timeout for Web Services / Background Job Worker Threads (Minutes) E
= Master User Sowrce
b L Fser Mt This s2ts the timeout pericd when 3 connection is left idle; default valus is 30 minutes
# Custom User Groups
» Lipload Objects
» Rule Upload
» Backend Sync
b Background Job
= Oirganizational User Mapping
= Custom Tabs
- GAP Adapter ]
= Data Conversion CC5.1 = CCE.3
| Uties -
4| | »
| Dane
Dostart| | G M @ @ | ) 6RC doc -Microsoft Word | ] RAR_CONFIG GRC -Mic... |[@) Risk Analysis and Re... | ®idy 431PM

Click on Miscellaneous and Provide all the input values as below
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Risk Analysis and Remediation - Windows Internet Explorer o =

@.‘\—j - I@, http:ffnwserver3: 50400[webdynprofdispabd’1erfsap.oorn,.’grcn-oappoompfcornplianoeCaIibrabor?sapwd{ltwndid=64c965d1eej |4,

| | ILi'.-'e Search o2 |
o - ’ >
e fe '_féR.iskAnalysis and Remediation | | @ b 2 EIE; # l-_%Page T @ Tools ~
%
w ERED BY |
SAP GRC Access Control -%%-v'“'q'"
Risk Analysis and Remediation Welcome J2EE_ADMIN He = About Logatt
Configuration
~ Risk Analysis Miscellaneous
= Default Values
» Performance Tuning FlEquEncy S of Backg b
= Additional Options This parameter specifies, in seconds, how often the background job daemen is invoked; the defautt value is 60
= Mitigating Controls
= Workflow Maximum Display Lines For Print Preview

This parameter specifies the maximum number of lines to be displayed in print preview mode; the default value is 500
¥ MIC User Mappings

} WIC Risk Mappings Background Job Spool File L
b Connectors i g 3 :
2 This parameter specifies the location where the background job spool fies are stored
* Logical Systems
= Create 5 :
Alert Log File Name and Lor.atnon|
= Search |
e e s This parameter specifies the location where the action usage purged data files are stored
b Cross Systems i
) Data B - Enable Risk Change Log =
= Master User Source This parameter specifies if changes to risks are logged; default value is Yes
b User Mapping
} Custom User Groups Enable Function Change Log ves  [=]
b Upioad Objects This parameter specifies whether changes to functions are logged; the default value is Yes
} Rule Upload
} Backend Sync Default Management Report Violation Count [Permission [+ = |
i Kl ] O] |
= 0 izati User i
« Custom Tabs [ Cancel
= SAP Adapter L
= Data Conversion CC5.1 -= CC5.3
- Utilities.
= Export

| [
ST AT Tusedstes [proctedtodes O[S w0% <

|Done
Iostart| | @& L mE JI@SmtemetE_ - | 2 Windows Ex... v| | SAP GRC Acces... | %sapmmc—[l:ons‘..l 141] bharath - Micros... | | Untitled - Paint | @) 10:19PM
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“ Risk Analysis and Remediation - Windows Internet Explorer ===l
@C - |g, http: ffnwserver3: So%ojwebdmwofdispabdﬂerfsap.r.orn,.’grcn-oappoompfcornplianoeCaIibrabor?sapwd{ltwndid=64c965d1eej || ILi'.-'e Search ye _'.
1 p >
e fe @R.isk Analysis and Remediation | | @ b v o v |_'} Page - '9} Tools ~
- informer | Rule Architect  Mitigation |, Alert Monitor ifS TRy ERE)
S Miscellaneous
= Default Values e i = = =
. This parameter specifies whether changes to functions are logged; the default value is Yes |Z|
= Performance Tuning
= Additional Opti
el Option = Default Management Report Violation Count [Permission [ ~=]
= Mitigating Controls
« Workfh This parameter specifies whether violations are reported in the management report at risk or at permission level, default value is Permission
- aneous
» MIC User Mappi Default Logger Parameter SAP Logger ﬂ
} MIC Risk Mappings. This parameter sets the defautt value of the logger; the default value is SAP Logger
¥ Connectors
* Logical Systems SAP Application Server Location :l
= Create Enter SAP application server location here []
= Search
« Generate Rules FTP Site Location 1
b Cross Systems Enter FTP site location here
¥ Data Extraction
- Maser User Source FTP Ste User Name —
b User Mappin
2 Enter FTP site User Name here
¥ Custom User Groups
} Upioad Objects )
(i FTP Site Passwora —
} Backend Sync Enter FTP site password here L
-
¥ Background Job Il | lz‘
= Organizati User i
» Custom Tabs [Cancel|
= SAP Adapter
= Data Conversion CC5.1 -= CC5.3
- Utilities.
= Export
= Import
= Purge Action Usage

N

[pone T[T [ [ [E8[ [ Trustedsites | Protected Mode: OFf [* 1w00% -
Isart| | @ =, M |[@3 nternetE. - | 2 Windows Ex... -] ) sap GRC Acces... | [ sapmme - [Cons... | ] bharath -Micros. . | ({ Untifed -paint|[Z @) 10:19pm

Check if a user master source is defined in RAR.

goto the path
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"% Visual Administrator - [RSD\Server 0 0_49612\Services\Configuration Adapter] = | Ellil

Connect Wiew Tools Help

DolElEit

&[%| #|0

= pop
log g Dizspatcher 0 0_4%9612 (GRCSERVER)
2] Server 0 0_459612 (GRCSERVER)
o Kernel
G'ﬁ Interfaces
& M Libraries
@ aﬁe Senices
B ABAF Comrunicator
4 rdrninistration Adapter
£ Application Client
£ rnplication Locking
£ Basic Administration
L pitmrmrdeployer
@' caffruntimesconnectivityimpl
L cafiurmirmetadatadimp
@' caffurmirelgroupsiimp
@' CentralUnificationLayer
@' Cetificate Revocation Check
£ ClassLoader Viewer
4 Classpath Resolver
42 Configuration Adapter
4 ConfSemice
‘Q‘ Connector Container
£ Deploy

Display configur ation jﬁ

|z|@ |[«/2 @

deploy

destinations

ims_pravider

migration_service

manitaring

protected_dormains

SeCUrity

v@si

ehdynpral

@ E_s_sap.cnm
caf-L-cladmin
caf~ll~confighrowser
caf~Ul~content~transport
caf~Ul~ptn~attachments
caf~Lll~ptn~authorization
caf~Ll~ptn~classification
caf~Ll~ptn~collaharation
caf~Ll~ptn~common
caf~Ll~ptn~kmfileselact

IR R

PPPPPPPPY

4 Connected to GRCSERVER

f“'smrtl | m @@ | v 2Micosoft Offi... | @) Risk Analysis and ... | & ToolLauncher || & visust Administ.. | @y 4:35PM

select tc~wd~dispwda->Propertysheet default under SAP.COM

goto Edit mode. double click on propertysheet default.
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" Visual Administrator - [RSD\Server 0 0_49612\Services\Configuration Adapt] - : Change property entry Xl|o| x|
Connect Wiew Tools Help

@ ‘ @ | @ ‘ @ _ Description: |
@IE @ Name: |IGSUrI ‘
rm‘ﬁ W Datatype: |java.|ang.8tring ‘

= pop
o B* Dizspatcher 0 0_4%9612 (GRCSERVER) E : =
- : Display confi : | ‘
® & P Default: = i

Server 00 459612 (GRCSERVERY
i @ ﬂ| Custom: |hﬂp:IIgrcsewer:4ElElSD| ‘J

cafell~|
cafell~|
caf-l]e
caf-l]e
caf-L-
te~archtach~browser-vigwer~locator
to v ~dispwda

B8 Propertysheet HimIClient_includes

-
]

name = | value cust0m|
AccessibilityCheck.  [falze
Activate JRLPara...  |true
AllowlserPerson... |true
DefaultExpirationT ... |3600
CefaultServerSes.. |2
Developmentidode  |true
DuplicateMameCh.. |true

[»]

‘ Restore... H Applyc... H Cancel |

2999999
hnhrhohohohohe

IGESUr
alidateByRender true E3) F'roperrysheetNpklaSSDCIlem_lncludes
ZipResponse falae B8 Properysheet clients

3 Properyshest default
3 Properyshest joo
3 Properyshest languages
3 Propertysheet lagging
38 Propertysheet repositary
38 Propertysheet urversion

& gtc~wd~samples~testsuite~uuie

@ g te~wd~tools

& B wehsenice

4 Connected to GRCSERVER )

Oostart| | G @ @ | () 2 Mirosoft Off... +| @ Risk Anabysisand ... | B Toollauncher  |[ & Visual Administ.. | @1 +38PM

sap.acfadobe.CA.. |[default
sap.adobezciRea.. |1000
sap.defaultConne... |30
sap.defaulthaxtu... |10
sap.defaultMaxFo.. |5

OOooooooooooooc

1

| 0K ” Cancel |

click on Apply Custom->0K

Now go back to RAR page->Master user record->select the serever->Save

VersionIT Page 45



Rashed’s GRC RAR configuration

%D Risk Analysis and Remediation - Mozilla Firefox oy =l |
File Edit Wiew History Bookmarks Tools Help
@ 7l c fh I =r |hth:l:ﬂgrcserver:EUOUﬂjwebdynproIdispatdﬂerjsap.comfgrcmppcompfc ﬁ:'_‘f’ i |'| Google =

£ Most Visited $ Getting Started -, Latest Headlines

| T SAP GRC Access Control » | = Risk Analysis and Remediation

Ll

SRR Define Master User Source
= Default Values

= Performance Tuning

Select System
= Additional Options
ot

= Workflow

= Miscellaneous

b MIC User Mappings
k MIC Risk Mappings
¥ Connectors

k Logical Systems
b Cross Systems

¢ Data Extraction

= Master User Source

¥ User Mapping

b Custom User Groups
» Upload Objects

¥ Rule Upload

» Backend Sync

k Background Job

Now go to ABAP Stack. Using the transaction SE38 run below two programs

/VIRSA/ZCC_DOWNLOAD_DESC

VersionlT

n.‘smrtl | % M @ & | %) cRe doc -Midosoft Word | ] RAR_CONFIG_GRC -Mic... |[ @ Risk Analysis and Re... | mily 442pm
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(= program Edit Goto  Utiities(M)}  Environment  System  Help w

1V *dH CQQ CHE SDLos BE @

ABAP Editor: Initial Screen
oo | &l [l | T O EP | rDebugging  TwWith Varant 8 Variants

Program | /VIRSR/ZCC_DOWNLOAD_DESC | O Create

| Subobjects
(&) Source Code
()Variants
() Attributes
) Documentation

() Text elements

|6’q” Display I |{a<7 Change

{-u,- Compiling CL_WB_PGEDITQR================(P in separate task. [* 'RSD (1) 001 * GRCSERVER | INS

[

.."smrtl |%am @@ | ¥crcdoc-... | ®)rar_conF... | @ riskanalysi... | ) sapLogon ... |[[Fy ABaP Edit. [ @y 44sPm
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(= program Edit Goto System  Help w

& *({H SEQ  SHE ODLo8 AR @
Texts Download for CC.
&

| Selection Parameters

Language a to i

(=) Local File :5er5'-. rsdadm.GRCSERVER\Desktop\Mew Folderi123.tx |

() Application Server File

| List of Auth Objects to be Included For Text Extraction
[v| Auth Objects
[v| Auth Tcodes
[v| Auth Fields
[v] Auth Field Values
[v| Org Level Variables

L 4 »

[* | RSD {1) 001 ¥ | GRCSERVER | INS

|

i."Startl | % m @& & | %) cre doc -Mios...| 5] RAR_CONFIG G... | (@) Risk Analysis and... |[[)2 AP Logon .. - [ @iy 4:46PM

Create a text file in any location and browse the path in the local file field and execute it.
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(= program Edit Goto System  Help

@ -dHIe@e@ CHEB D
Texts Download for CC.
@
| Selection Parameters -
Language : o [

TO8 HE @

() Local File D:\Mew Folder\1.txt

() Application Server File

| List of Auth Objects to be Included For Text Extraction
[v| Auth Objects
[v| Auth Tcodes
[] Auth Fields
[v] Auth Field Values
[v| Org Level Variables

L

Donwloaded file D:\New Folder\1.xt

Sl

L'TStartl | m @@ | ®ercdoc-... | B]rAR_CONF... | @ Risk Analysi

1 b

[* | RSD {1) 001 ¥ | GRCSERVER | INS

"'”@35&?1{:_- 4+ New Folder ||E§ @{b 4:55 PM

Open the TXT file and save it in UTF-8 format.
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|

¥

=& x|

€] B 1 - totepad By ;[gm”
\g_

File Edit Format Wew Help

©

File
x

X
Cj@ |]. + Computer - Local Disk (D:) = Mew Falder b mISearch @ |-
Fa
E File name: I 1 j
E Save as type: IText Documents (%, txt) j
"~ Browse Folders Encoding: [4NSI I | Save | Cancel |
ANSI v
Fe ACT BEVI;/ 91U Unicode [TES LLem Cacegor 1es
I ACT /BEVL /910 nicode hig endian ge Empties Groups
ACT JBEV1/91 ies Formulas
ACT JBEVL /910 ies material
ACT /BEV1,/91000106 EN Empties Update Sequence
ACT /BEV1/91000115 EN IMG
ACT /BEV1/91000116 EN IMG
ACT /BEV1/91000117 EN MG
ACT /BEV1/91000118 EN IMG
ACT JBEV1/91000120 EN IMG
ACT JBEV1/91000121 EN IMG
ACT JBEV1/91000122 EN IMG
ACT /BEV1/91000123 EN IMG =
a | H 4
| RSDDATA3
|, RSDLOG1
| TEMPDB
L) tmp
| usr

=) Local Disk (E:)
W !
L_g DVD RW Drive (F
& Network ;I

f"‘smrtl |%m & @ | v 2Moos... +| & rskandysi.. | ¥3sapLog...~|  2window... -|[ 71~ Notepad [ @y 4s6PM

Now perfrom the above steps for other program /VIRSA/ZCC_DOWNLOAD_SAPOBJ.

goto GRC RAR config Portal
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%D Risk Analysis and Remediation - Mozilla Firefox oy =l |
File Edit Wiew History Bookmarks Tools Help
@ iy c P4 fh I = |hth:l:ﬂgrcserver:EUOUﬂjwebdynproIdispatdﬂerjsap.comfgrcmppcompfc ﬁff - |'|Googie =

£ Most visited #f Getting Started - Latest Headlines

| T SAP GRC Access Control » | = Risk Analysis and Remediation

M Configuration

=k P Text Objects Upload
= Default Values
= Performance Tuning
= Agdditional Options
= Mitigating Controls Local File: ID:\New Folder'1 bt Browse_ |
= Workflow
= Miscellaneous
b MIC User Mappings
b MIC Risk Mappings
k Connectors
} Logical Systems
b Cross Systems
b Data Extraction
= Master User Source
¥ User Mapping
b Custom User Groups
¥ Uplnad Objects
= Permissions
¢ Rule Upload

| |

System; * [greserver |E|

Server File: | D:\New Folder\1.CTL

[ Foreground || Background || Cancel |

st

| javascript:void(0);

f“'smrtl |m @@ | mrar_cow...| Bcrcdoc- .. | [ saPLogon .. |[(@ Risk Analy.. # New Foider ||I:,'_9 ik 521PM

click on Foreground

Now go for Permissions and upload object
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) Risk Analysis and Remediation - Mozilla Firefox

File Edit View

@ 7 i c fh I'_'I' |hth:l:ﬂgrcserver:EUOUﬂjwebdynproIdispatdﬂerjsap.comfgrcmppcompfc ﬁff’ i |'|Googie

P
2| Most Visited P Getting Started = Latest Headlines

METES
Hstory Bookmarks Took Help

| ™ SAP GRC Access Control

» | = Risk Analysis and Remediation

x B
. a

kv Auth Objects Upload =]
» Diefault Values
e System: * [grosemver [}

= Mitigating Controts Local Filke: ID:\New Foldar'2 tet Browse_ I

» Workflow

Ml Server File: [D:\New Folder2. GTL

» MIC User Mappings

» MIC Risk Mapri [ Fereground] [ Background | [ Cancel |

= Data Conversion CCE.1 > CCE.2
» Utilities.

<

| Ll_l
| javascriptivoid(0);

n.’*smrtl | % m @& @ | 5)RAR CONFIG G... | ] GRC doc -Miros... | %) saP Logon 720

|[@ risk Analysisa... [} @k s:22pM
Now go to Rule Upload-> Select the Business Process->upload ALL_Business_Processes file
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%D Risk Analysis and Remediation - Mozilla Firefox oy =l |
File Edit Wiew History Bookmarks Tools Help
@ 7 i c P4 fh I =r |hth:l:ﬂgrcserver:EUOUﬂjwebdynproIdispatdﬂerjsap.comfgrcmppcompfc ﬁff’ i |'| Google =

£ Most visited #f Getting Started - Latest Headlines

| T SAP GRC Access Control » | = Risk Analysis and Remediation B

Configuration

Business Process

File Location; [osgrewnan_gres 3igre | [Browse. |

= Rule Set

= Generate Rules

| b Rackand Sune i
4 |L|_I

| javascriptivoid(0);

f“'smrtl | % m @@ | #)rRar_CONFIG_GR... | B] GRC doc -Miros... |[@) Risk Analysisa.. 7 5.3 download fies || @iy 5:27pM

Click on Upload.

click on Function->browse for ALL_Function_BP and ALL_Functions files and upload
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) Risk Analysis and Remediation - Mozilla Firefox

=& %]

File Edit Wiew History Bookmarks Tools Help

@ - c P4 fh I5_'1'?'|hth:l:ﬂgrcseruer:EUOUﬂjwebdynproIdispatdﬂerfsap.comfgrcmppcompfc ﬁff’ i |'|Googie

£ Most visited #f Getting Started - Latest Headlines

| T SAP GRC Access Control » | = Risk Analysis and Remediation

Configuration

CrE=]

Function
Function: ID:\grc\khanjrcS.S‘lgrc Browse.. I
Function BF: |Do\grotihan_gres agre Bmwsp_l

of

click function Authorization-> browse for R3_function_action and R3_function_permission files and

Upload them.
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%D Risk Analysis and Remediation - Mozilla Firefox oy =l |
File Edit Wiew History Bookmarks Tools Help
@ 7 i c fh I =r |hth:l:ﬂgrcserver:EUOUﬂjwebdynproIdispatdﬂerjsap.comfgrcmppcompfc ﬁ:'_‘f’ i |'| Google =

£ Most Visited $ Getting Started -, Latest Headlines

| ™ SAP GRC Access Control

x |E"RiskAnah‘sisan|lRemeﬁaﬁnn x |

= Performance Tuning
= Agdditional Options
= Mitigating Controls
= Workflow
= Miscellaneous
# MIC User Mappings
» MIC Rizk Mappings
» Connectors
¥ Logical Systems
F Cross Systems
¥ Data Extraction
= Master User Source
b User Mapping
b Custom User Groups
» Upload Objects
+ Rule Upload
= Busii'vf:ss Process
= Function

Function Authorization
= Rule Set
= Risk

<

System: *
Function Action:

Function Permission:

Upload

[greserver [ =]
ID:\grc\khan_qrc&B\grc: Browse_ |
ID:\grc\khan_n:]rcE..?.\grc: i Browse_! I

st

| javascriptivoid(0);

n."smrtl | % m @@ | #)Rar_CONFIG_GR... | 5] GRC doc -Miros... |[@) Risk Analysisa. 7 5.3 download fies || @iy 5:31PM

click on Rule set-> Browse for ALL_Ruleset file and Upload it.

VersionlT

Page 55



Rashed’s GRC RAR configuration

%D Risk Analysis and Remediation - Mozilla Firefox oy =l |
File Edit Wiew History Bookmarks Tools Help

@ 7 i c P4 fh I5_'1'?'|hth:l:ﬂgrcseruer:EUOUﬂjwebdynproIdispatdﬂerfsap.comfgrcmppcompfc ﬁff’ i |'|Googie =
£ Most visited #f Getting Started - Latest Headlines

| = SAP GRC Access Control » | = Risk Analysis and Remediation B

SAP GRC Access Control e |
Risk Analysis and Remediation Welcome JZEE_ADMIN Help About Logoff W

EDE

Ry Rule Set
= Default Values

= Performance Tuning . ) : ]
» Additional Opti File Location: ID:\gch:.l'uanjrcS.i&'\grc iEuwsr_;I

= Mitigating Controls
)
= Miscellanecus
» MIC User Mappings
» MIC Risk Mappings
¥ Connectors
» Logical Systems
# Cross Systems
b Data Extraction
= Master User Source
# User Mapping
» Custom User Groups
# Upload Objects
= Rule Upload
= Business Propess
= Function
= Function Authorzation

-
| Ll_l

| . = Rick
4]
| javascriptivoid(0);

f“'smrtl | m @@ | #)Rar_CONFIG_GR... | #] GRC doc -Miros... |[@) Risk Analysisa.. 7 5.3 download fies || @iy 5:32pM

click on Risk-> browse for R3_Risk Ruleset, R3_risks, R3_risks_desc files and upload them.
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%D Risk Analysis and Remediation - Mozilla Firefox oy =l |
File Edit Wiew History Bookmarks Tools Help

@_ - c P4 fh I'_'I" |hth:l:ﬂgrcserver:EUOUﬂjwebdynproIdispatdﬂerjsap.comfgrcmppcompfc ﬁff - |'|Googie =

£ Most visited #f Getting Started - Latest Headlines

| T SAP GRC Access Control * ] =" Risk Analysis and Remediation X | F
LD e=]

T Aty oy Risk
= Default Values

= Performance Tuning Risk: ID:\grc\kI'\an_:]rcS.3\grc Browse.. |

= Mitigating Controls Risk Description: ID:\grc\.khan_:]rcS.:S'\.grc Browse._ I
= Workflow :

« Miscell Rule Set Mapping: ID:\gchd'\anjrcS.S\grc Bmml
¥ MIC User Mappings

» MIC Risk Mappings

¥ Connectors

¥ Logical Systems

¥ Cross Systems

# Data Extraction

¥ Backend Sync =
s ILI_I

| javascript:void(0);

f“'smrtl | % m @@ | #)Rar_CONFIG_GR... | 5] GRC doc -Miros... |[@) Risk Analysisa.. 7 5.3 download fies || @iy 5:34pM

Click on Generate Rules->foreground.
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%D Risk Analysis and Remediation - Mozilla Firefox oy =l |
File Edit Wiew History Bookmarks Tools Help

CS - c fh IT_'Z='|hth:l:ﬂgrcseruer:EUOUﬂjwebdynproIdispatdﬂerfsap.comfgrcmppcompfc ﬁ:'_‘f’ i |'|Goc-gie =

£ Most Visited $ Getting Started -, Latest Headlines

| 5P GRC Access Control » | = Risk Analysis and Remediation B

L A LI )
BD15: Archiving & Client Administration BS01 - Archiving & Medium  Enable ;I

BSOS - Client Administration

BD16: Archiving & Transport Administration BS01 - Archiving & Medizm  Enable
B512 - Transport Administration

BO1T: Create Transport & Perform Transport BS0T - Create Transport & High Enable
B50%9 - Perform Transport

BO18: Maintain Mumber Ranges & System Administration BSOE - Maintain Mumber Ranges & High Enabil=

B511 - System Administration

BO13: Maintaining roles or profiles and assigning roles to users BS12 - Maintain User Master & High Enablz
B514 - Maintain Profiles / Roles
BSAC: Basiz Archiving Actions BS15 - Basis Archiving Actions High Enable
BSCF: Basic Configuration Actions BS16 - Basis Configuration Actions High Enable
BSCT: Basis Critical Actions BS17 - Basiz Critical Actions High Ensable
= Generate Rules

» Backend Sync BSPF: Basis Performance Actions BS18 - Basis Performance Monitoring High Enable

b Background Job - 5 3 5 )

i S = ESSC. Basis Security Actions BS15 - Basis Security Actions High Enable =

= Custem Tabs -

= SAP Adapter

« Data Conversion CC5.1 > CC5.3

¥ Ltilities.

J {3
|}avasat:t:void(0};
n."smrtl | % M @ @ | )RAR_CONFIG_GRC -Mic... | ] GRC doc -Microsoft Word |[{@) Risk Analysis and Re... | iy s3sPM

One final step of configuring Compliance Calibrator is making “Global” rule set as Default rule set for risk
analysis.

Click the Configuration Tab on top.

From left navigation menu, Click Risk Analysis.

Click Default Values.

The following screen will be displayed.

VersionIT Page 58



Rashed’s GRC RAR configuration

“ Risk Analysis and Remediation - Windows Internet Explorer o =
@C - |g, http:ffnwserver3: So%ojwebdmwofdispabdﬂerfsap.r.orn,.’grcn-oappoompfcornplianoeCaIibrabor?sapwd{ltwndid=64c965d1eej || % ILi'.-'e Search L _'.
= >
e fe @R.isk Analysis and Remediation | | @ - v (v |_3}’ Page - ,{‘;’r Tools -
-
FPOWERED BY =
SAP GRC Access Control "“—.-u—""er""
Risk Analysis and Remediation N
Welcome J2EE_ADMIN Help About Logoff
y  Informer i % .[:*"Mn ¥ Configuration |—||_||E|
El= e Risk Analysis - Default Values
= Default Values =
= Performance Tuning Default report type for risk analysis [Permission Level [w] =
= Additional Options. This option sets the default report type when running a risk analysis; the default value is Permission Level
= Mitigating Controls
= Workflow Default rizsk level for risk analysis All =
= Miscellaneous This option sets the default risk level when running a risk analysis; the default value is Al
» WIC User Mappings
} WIC Risk Mappings Default user type for risk analysis [Dalbg  |*]
2 This option sets the default user type included when running a risk analysis; the default is Dialog
} Logical Systems
G o= Default rule set fi isk i
, - Fault rule set for risk analysis Global B4
= Master User Source This option sets the default rule set included when running a risk analysis
¥ User Mapping
e Exclude Locked Users
b Upload Objects This option specifies whether locked users are excluded when running a risk analysis; default value is Yes
~ Rule Upload
+ Business Process Exclude Expired Users
= Function This option specifies whether expired users are excluded when running a rigk analysis; the default value is Yes
= Function Authorization
= Rule Set Exclude Mitigated Risks [ves  [=] —
* Risk This option specifies whether risks with mitigating controls are excluded when running a risk analysis, default value is Yes |z| L
= Generate Rules
Aksisintin

» Background Job

» Custom Tabs
= SAP Adapter

= Organizational User Mapping

|Done
Iostart| | @& 3L mE

| QSAPJEE...| & usr

Change the Default Rule Set to GLOBAL

Click Save.

=

[ [ [ [ [ [ Tustedsites | Protected Mode: Off [®1w0% -~ 4

| @sapcre .. |[ @ RiskAna. [EisapEasy .| 7 53 down.| T sapcac .. | bharath ... |[« @0 12:48 am

Run Background jobs for USER/PROFILE/ROLE Synchronization, batch risk analysis and Management

report.
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==>USER/PROFILE/ROLE Synchronization

%D Risk Analysis and Remediation - Mozilla Firefox oy =l |
File Edit Wiew History Bookmarks Tools Help
@ v c P4 fh I &= |hth:l:ﬂgrcserver:SUOUOJWEbdynmedispatdﬂerfsap.comfgrcmppoompfc ﬁ? - |'| Google =

£ Most Visited #® Getting Started 5 Latest Headlines

| =7 SAP GRC Access Control « | == Risk Analysis and Remediation X =

EJ? W Ry e "#g' =]
Risk Analysis and Remediation Welcome J2EE_ADMIN Help About Logoff

m T

e BEEIIE S Schedule Job

= Default Values —

« Peif Tuni User, Role, Profile Synchronization

= Additional Options

- Mitigating Contrals Sync Mode: [FullSyne [

» Workflow User Synchronization System: N - | o

» Misosll |

¥ MIC User Mappings [] Role Synchronization System: E= L‘"' =

MIC Risk Mappings

:C [ Profile Synchronization  System: i % ﬂj'. =

» Logical Systems L
b Cross Systems Batch Risk Analysis

b Data Extraction

- aster User Souroe Batoh Mode:

b User Mapping

b Custom Uses Groups Rule Set G — %

b Upload Objects Report Type: [] Action Level Anatysis [ Permission Level Analysis
 Rulz Upload

Ten. D;::; Analysis

% m: |-

2ia s L User: [ 1 to: I 9|

= Function Authorization User Group: -77 = J_E to: Lif

TR ™1 _Rnla Analrcic ;I

Kl [»

| Dane

-f"smrt| | % M @ @ | #)RAR_CONFIG_GRC -Mic... | ] GRC doc - Mirosoft Word |[(@) Risk Analysis and Re... | @y s4ePm

click on SCHEDULE
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) Risk Analysis and Remediation - Mozilla Firefox

=& %]

File Edit Wiew History Bookmarks Tools Help

@ *: c fh I5_'1'='|hth:l:ﬂgrcseruer:EUOUﬂjwebdynproIdispatdﬂerfsap.comfgrcmppcompfc ﬁff’ i |'|Googie

£ Most Visited $ Getting Started -, Latest Headlines

| ™ SAP GRC Access Control X |E"’RiskAna|vsisan|lRemeﬁatlm x
SAP GRC Access Control L
Risk Analysis and Remediation Welcome J2EE_ADMIN Help About Legoff ‘?r
m _' _ Configuration | ||:]
~ Risk Analysis Schedule Background Job [+ :
| = Default Valves
= Performance Tuning Schedule Selection
» Additional Options
s Job Name: = [Z:RSD_USER_SYNCHRONIZATION]
« Workflow & Immediste Start Date: [{E2013 |15 Time: |
= Mizcellzneous ~ Delsyed Start
¥ MIC User Mappings
¥ MIC Risk Mappings Period Selecti |
» Connectors |
» Logical Systems [[] Schedule Periodically # Daily Day(s)
» Cross Systems .
» Data Extraction = Weskis) e
Master Usa Source Monthis)
b User Mapping s
b Gustom User Groups Zlis
» Upload Objects
 Rate Lot [Sehetie] [ Rese
= Business Process
» Function
S e
| = Rule Set |-
« >
| javascriptivoid(0);
n.’*smrtl | % M @ @ | )RAR_CONFIG_GRC -Mic... | ] GRC doc -Microsoft Word |[{@) Risk Analysis and Re... | iy s47Pm

Click on SCHEDULE
Perform same steps for Role and Profile Synchronization one after the other.

After that perform Batch risk analysis and Management reports
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%D Risk Analysis and Remediation - Mozilla Firefox oy =l |
Fle Edit View Higtory Bookmarks Tools Help
@ v c }{, fh I = | http: ffarcserver: 50000 fwebdynpro/dispatcher fsap. com/grec~ccappoompy/C ﬂf - I '| Google =
2 Most Visited P Getting Started 5| Latest Headlines
| T SAP GRC Access Control x ]:z;'msknnalys-saﬂnmneﬁahm x ] F
C T
» Loghcal Systems |
» Croes Sysems e
» Dita Extraction
= Master User Source
» Usar Wzpping Btk Moe:
: et s, G 4 %
¥ Upicad Objects
- Fulelpload j| PP T [] #etion Level Aralysis & Permission Level Aalists
= BUsinEss PTosess [ LUkssr analysis
= Funciion Syshenn: ry 1:' "
= FUmcaion Aumorization Ussr = - 9 %
= Fule St User Group: ) K« 5 ®
i [ Robs anstysis
- Generate Fuks Sy B 2
" g e 3 e—

[# Profis Anslysis

System: & a
prome j P —

Critical action and RosvPromis Anslysis

i

Tar
Ta

= Dafa Comversion CCS.1 = G053

i
i
[ ]
EE
4 o

Usar Groun

Management Reports

¥ Management Reports

[Scredule | [Resst | [ Exclude Cojects |

-

| Dane

f"‘smrtl | % M @ @ | )RAR_CONFIG_GRC -Mic... | ] GRC doc -Microsoft Word |[{@) Risk Analysis and Re... | iy ssipm
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%D Risk Analysis and Remediation - Mozilla Firefox oy =l |
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Now login to RAR Config URL. below screens should be shown if the configuration is successful.
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