Rashed’s SPM Configuration Document

For configuring SPM follow the bellow steps:-

1) Create an RFC Destination (ABAP Connection) with SM59 and don't fill the logon & security tab

=4 Connection  Edit  Goto  Extras  Utilties(M)  System  Help w

@ v 4 @@ CHE Do HED @
RFC Destination FF_RFC

Remote Logon  Connection Test  Unicode Test %2

RFC Destination FF_RFC
Connection Type 3| |ABAP Connection Description
Description
Description 1 Z 1

Description 2

Description 3

Administration -~ Technical Settings } Logon & Security © MDMP & Unicode - Special Options

Target System Settings
Load Balancing Status
Load Balancing ¥es (*)No

Target Host
Save to Database as

Systemn Number

Save as (Hostname  (=)IP Address

Gateway Options

Gateway Host Delete

Gateway service

[> | DEV (1) 001 ¥ | SAPDEV | INS

s."startH o M & | TSAPGRC Acces cnnnnl...”nfcmsﬁnaﬁmrr_m 5] 5PM configuration - Micr... « i Am ) 08:55
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2) Go to SM36 for scheduling backgroung job with the ABAP report /VIRSA/ZVFATBAK and

Set it for hourly basis
-->copy paste this report /VIRSA/ZVEFATBAK

=g Job  Edit Goto  Systern  Help w
@ rdBe@@ LHE DDO0 BE @

Define Background Job

fbsmrt condition £>'Ste|: A%Job selection ’__{‘)O\'Jn jobs %EJoh wizard Standard jobs

General data
Job name [MRSA{ZVFATBAK
Job class («
Status Scheduled
Exec. Target W

Job start Job frequency

Job steps

[» | DEV (1) 001 ¥ | SAPDEV ' INS
Define Background Job )

{‘start| | 3 m & | T 54P GRC Access Control | Define Background Job  £] 5PM configuration - Mir.... « A 09:08
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--> click on start condition button -->click on immediate and save

[ Job Edit Goto System Help

L -liB e@@ LHR Do EE @ mE

Define Background Job

i start condition 5™ Step A Job selection  [fOwnjobs 4 Job wizard Standard jobs

EUEER: [ start Time x

Job nan|
Job cag IImmediate] { Date/Time H After job ] I After event J I At operation mode ]
Status =
Exec. T|
Date/Time
Job starg [V Immediate start
After job At operation mode
| | After event
Job stepy
[ i
| |Periodic job
[ i
[V Check ]I Period values ” Restrictions ]

[> | DEV (1) 001 ¥ | SAPDEV | INS

f‘smrtH o M & | TSAPGRC Acces Comml...l IT Define Background Job  B41] 5PM configuration - Micr.. « 7@ 09:15

--> then click on Date/Time button-->provide today date and time-->click on Period Values-->click
hourly button and save.
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E 1ob Edit Goto  Systern  Help

Define Background Job
A%Job selection B[}wn jobs %?Job wizard Standard jobs

6 start condition 2™ Step

- 4 CeQLHR DDOD BE @

[= Start Time
Job nan
Job clasg
S [Immedlate] [ Date/ Time ] [ After job ] [ After event ] [ At operation mode ]
us
Exec. T|
| Date/Time
Scheduled start Date 1£.05.2013| Time 05:50:22
e | X e | [ Period Values
No Start After Date Time
Job start
e Hourty
Daily
| Afterjob | At operation mode Weekly
Monthly
Other period
EBLE | After event |
ob steps
[reriodic job
[V Check ]I Period values ][ Restrictions ]

[SAE
{‘startH 2meE | SAPGREAmessConh'ol...”DeﬁaEBadngmdeob 1) 5PM configuration - Miar...

After scheduling you got this screen

[» | DEV (1) 001 ~ | SAPDEV ' INS

[« DD o
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=4 Job  Edit Goto  Systern  Help w

& ~dH S DHE DL BE @
Display Job JVIRSA/ZVFATBAK

ﬁsmrtcondrtlon £>'Ste|: @Joh details @f]ob log @Predecessorjoh @Successormb A%Jub selection L_ﬁOwn]obs

General data

r T

I_Job name |/VIRSR/ZVEATBRK
Job class C

Status Released

Exec. Target Spool list recipient

Job start
Planned Start

Job frequency

Hourly
Date 18.05.2013 Time 10:10:20

Job steps

1 Step(s) successfully defined

[» | DEV (1) 001 ~ | SAPDEV | INS

s."startH % B & | T SAPGRC Access Contrcl...” Display Job /VIRSA/Z... 4] SPM configuration - Mir.... « ifmlp) 09:28
3) Create following user and assign this role to the particular user

-->Go to SUO01 create a user with name SPM ADMIN
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=4 Users Edit Goto  Information  Environment  System  Help w
@ B C@e SHE DDLE BE @

Maintain User

¥4

User SPM ADMINIST
Last Changed On SREKTI 18.05.2013|09:56:56 Status Saved

. Address |' Logon data  SNC . Defaults | Parameters  Roles - Profiles E‘

Person

Tile m =
Last name SPM Administrator

First name

Academnic Title

Format SPM Administrator

Function

Department
Room Number Floor Buiding ezl

Communication

Language Enalish - Other communication... ]

Telephone Extension
Mobile Phone -

Fax - Extension
E-Mail

Comm. Meth Remote Mail

Ce[ele®

Assign other company address... J I Assign new company address... I -

[SA [» | DEV (1) 001 ~ | SAPDEV | INS

f'startH M @ | 758 GRC Access Contral ... | [ Maintain user 1) 5PM configuration - Miar... « fg]|mlp) 09:57

In the meanwhile create a Z role( and assign to the particular user)-->copy the role at role text bar--
>then click copy button-->change the name of role from(/VIRSA/Z_VFAT_ADMINISTRATOR) to
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(Z:VIRSA_Z_VFAT_ADMINISTRATOR) and click on copy selectively
[ Role Edit Goto UtilitiesM) Envronment System  Help w
< ~FdEH C@R SHE fDL0 EE @
Role Maintenance
T & &+ Transactions

Role 'MRSMZ_VFAI_ADMINISIRMOB ID Single Role “D Comp. Role ]

Mame

[eviews-)| (%) 7)) (how bocumentatn

Favorites Description Target Sys

| Enter source/target

from role |/VIRSR/Z_VFAT ADMINTSTRATOR
to role |I_Z :VIRSA_[_VFAT ADMINISTRATOR |[J)
ITI Copy all Hﬁ'_'l Copy selectively J
[SAl [ DEV(2) 001 ¥ | SAPDEV NS
f‘sm—t' | % M @ | THsAP GRC Access Contral .| [ Maintain User |[TE Role tai 5] SPM configuration -Micr... | « i@ 10:07

un check Personalization and continue
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[& Role Edit Goto Utilities(M)

<

Environment  Systemn  Help w

~dEH e CHE DL BFE @B
Role Maintenance

m % ﬂé’Transactlons

Role JVIRSA/Z_VFAT ADMINISTRATOR [D Single Role J[D Comp. Role ]

Mame Firefighter Administrator Role with full access

| @ E @ ||  Show Documentation

Favorites Description Target Sys

[E Choose objects

Select the objects that
are

to be used vhen you copy
the

["lUser assignment

(== - .
|1 |Personalization

&

Continue (Enter)

I | DEV (2) 001 ¥ | SAPDEV | INS
Oistart| | S B @ | ) 5AP GRC Access Contral .. | [ Maintain Ler

| Rok. i E41] SPM configuration - Micr... | <« @@[{})} 10:26

-->Go to change
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[& Role Edit Goto Utilities(M)

&

Environment  Systemn  Help w

-4 CEQ DHE Doy BE @@
Role Maintenance

m % ﬂé’Tmnsactlons

Role Z:VIRSA Z_VFAT_RDMINISTRATOR pd g |D Single Role J[D Comp. Role ] E@
Name Firefighter Administrator Role with full acce Change

| @ = @JI Show Documentation

Favorites Description Target Sys
SA [> | DEV (2) 001 ~ | SAPDEV | INS
s."start| | % M @ | THsAP GRC Access Contral .| [ Maintain User |[TE Role tai 5] SPM configuration -Micr... | « fg]@lp) 10:35

-->click on authorization tab and click create profile and click change authorization data
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=4 Role  Edit  Goto  Utilities(M)  Systern  Help w

@ B C@e SHE DDLE BE @
Change Roles
‘Wﬁﬁﬂtherrole Fé’

Role
Role Z:VIRSA_Z_VFAT_ADMINISTRATOR

L= TJ
Description Flreﬂr.] hter Administrator Role with full access| il

& pescription |~ @ Menu .~ @ Authorizations } @ User | Minidpps | &l Personalization

Created by Last Changed On/By

User SAKTI User SBKTI

Date 17.05.2013 Date 17.05.2013
Time 05:54:17 Time l05:55:10

Information About Authorization Profile

Profile Name | T-DV630006

Profile Text Profile for role Z:VIRSA_Z_VFAT_ADMINISTRATOR
Status Authorization profile is generated

Maintain Authorization Data and Generate Profiles

?‘ Change Authorization Data
_ Change autharization data

Expert Mode for Profile Generation

[» | DEV (2) 001 ~ | SAPDEV | INS

f'start| | % M @ | THsAP GRC Access Contral .| [ Maintain User |[ = change Roles i 5PM configuration - Micr... | « f]mlip) 10:40

--click generate and go back for previous screen
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=4 Authorizations  Edit  Goto  Utiities(M)  Environment  Systern  Help w

@ -iB @@ CHRE DDLD PP @B

L

Change role: Authorizations
=] @ i @Selec‘clon criceria @Manua\ff Open Changed ¥ Maintained Organizational levels... [H nformation
Maint.: Generate [Shrﬂ:"'FS]'. levels 0 open fields, Status: Unchanged
Z:VIRSR Z_VFAT ADMINISIRATOR OO@ Firefighter Administrator Role with full acce
(0 CO@ Standard Cross-application Authorization Objects
0 CO@ Manually Basis: Administration

0 CO@ Manually Basis - Development Environment
(0 CO@ Manually GRC AC Ruthorization Objects

i i

No org. levels available @[> DEV(2) 001 *  SAPDEV | INS

{'StartlJ . - J .| SAP GRC Access Contrcl...l MainiﬁinUser | Chamemle:mrﬂmriz_ E41] SPM configuration - Micr... | <« @@[{})} 10:42

-->Go to user tab and assign the <user name> (SPM ADMINIST) -->click on user comparison-->save
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& Role Edit Goto \Utiities(M) System Help

1V ~FdH @@ DHE DDox BE @
Change Roles Save (Ctrl+S)

% EHotherrole | &

Role
Role Z:VIRSA_Z_VFAT_ADMINISTRATOR
Description Firefighter Administrator Role with ful access

Description | @ Menu @ Authorizations -~ @ User }M\nlﬂpps - d¥l Personalization

User Assignments
User ID User name From to I
[bPH ADMINIST ]M Administrator 17.05.2013 31.12.9939 -
-
-
-
LI i

Oistart| | S B @ | ) 5AP GRC Access Contral .. | [ Maintain Ler | [/ Change Roles ) 5PM canfiguration -Micr.. |

ii) Create second user

-->Go to SUO1 create a user with name OWNER

[» | DEV (2) 001 ~ | SAPDEV | INS

« [ 10:47
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=4 Users Edit Goto  Information  Environment  System  Help w

& 4B @@ CHE DDLD HE @B

Maintain User
v &

User OWNER
Last Changed On SREKTI 17.05.2013|06:31:23 Status Saved

. Address | Logondata | SNC | Defautts | Parameters | Roles | Profiles el

Person

Title I—I -

Last name Owner

First name

Academnic Title

Format Owner

Function

Department

Room Number Floor Buiding

(E

Communication

Language Enalish - Other communication...

Telephone Extension
Mobile Phone

Fax Extension
E-Mail

Comm. Meth Remote Mail -

Coee

4

Assign other company address... ‘ | Assign new company address...

[» | DEV (1) 001 ~ | SAPDEV | INS

s."start| IEN. ¥-] Jl Maintain User | SAP GRC Access Control .. | 1] SPM configuration -Micr. B &g H&E 734

In the meanwhile create a Z role( and assign to the particular user)-->Hit PFCG-->copy the role at
role text bar-->then click copy button-->change the name of role from(/VIRSA/Z_VFAT ID_OWNER) to

(Z:VIRSA_Z_VFAT_ID_OWNER) and click on copy selectively un check Personalization and continue(as like the
previous user id )

-->click on authorization tab and click create profile and click change authorization data
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=4 Role  Edit  Goto  Utilities(M)  Systern  Help w

@ B C@e SHE DDLE BE @
Change Roles
‘Wﬁﬁotherrole Fé’

Role
Role Z:VIRSA_Z_VFAT_ID OWNER
Ln TJ
Description I_Flreﬁghter FirefighlD owner's role il
& pescription |~ @ Menu .~ @ Authorizations } @ User ~ MiniApps | Personalization

Created by Last Changed On/By

User SAKTI User SBKTI

Date 17.05.2013 Date 17.05.2013

Time 06:30:33 Time 06:31:03

Information About Authorization Profile

Profile Name  |[T-Dvesooo7] [T

Profile Text Profile for role Z:_VIRSA_Z_VFAT_ID_DWNER
Status Authorization profile is generated

Maintain Authorization Data and Generate Profiles

Change Authorization Data

Change authorization data
L g Generation

SA [» | DEV (2) 001 ~ | SAPDEV | INS

' 'Startl J . - J Maintain Liser ” Change Roles -] SAP GRC Access Control ... | E41] SPM configuration - Micr... | <« {:a .

1} 18:33

--click generate and go back for previous screen

[E pauthorizations Edit  Goto Utilities(M) Enwironment System  Help w
& FdEH @@ EHER DDo8 EE @

Change role: Authorizations

@ T [Ehselection critera  [E:Manualy PElopen  Mlchanged '&|Maintained Organizational levels... [El information

= ol

Maint. : Generate (Shift+F5)|  1.ye1s 0 open fields, Status: generated =
-
Z:VIRSA Z VFAT_ID OWNER CCO@ Firefighter FirefighID owner's role
09 CO@ Standard Cross-application Authorization Objects
B OO@ Manually Basis: Administration
0 COE Manually Basis - Development Environment
B CO@ Manually GRC AC BRuthorization Objects
-
-
L a
4 b 1
Profile(s) created @[> DEV(2) 001 ¥ | SAPDEV | INS

£ ‘Startl |m @& | I Maintain User | Change role: Authoriz... 7| SAP GRC Access Control ... | £41] 5PM configuration - Micr... | « AN 20:03
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-->Go to user tab and assign the <user name> (OWNER) -->click on user comparison-->save

=4 Role  Edit  Goto  Utilities(M)  Systern  Help

& 4B @@ CHE DDLD HE @B

Change Roles
‘27 l-'ﬁ[]therrole Fé’

Role
Role Z:VIRSA_Z_VFAT_ID OWNER
Description Firefighter FirefighlD owner's role

& Description |~ @ Menu @ Authorizations .~ @ User }M\nlﬂpps - a5l Personalization

User Assignments
User ID User name From to I
T T
E)WNT.R J.mer 17.05.2013 31.12.9939 -
-

[» | DEV (2) 001 ~ | SAPDEV | INS

[« ma® mos

Oistart| | S B @ | [ Maintain User | 1 change Roles ) 5AP GRC Access Control ... | {5/] 5PM configuration - Micr.. |

iii) Create third user id(Controller)and assign the role (/VIRSA/Z_VFAT_ID_OWNER (but with objects
GRCFF_0001 &S_TABU_DIS restricted display only!)

Page 15
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=4 Users Edit Goto

Information

Environment  System

Help

& 4B @@ CHE DDLD HE @B

Maintain User
v &

User CONTROLER

Last Changed On CONTROLER

Address ./ Logon data | SNC

17.05.2013/[06:44:27

 Defaults | Parameters

Status

 Roles

Saved

< Profiles

=l

-
Alias

L
User Type Dialog

Password

This entry is case sensitive

Initial password

=
2

(]

Repeat password

Password Status

User Group for Authaorization Check

User group

Validity Period
Valid from
valid through

Other Data
Accounting Number

Cost center

1

f‘startHiL_,.,l @

Product. password

»

J I Maintain User Change role: Authorizat... | -] SAP GRC Access Control ... | E41] SPM configuration - Micr... |

[» | DEV (1) 001 ~ | SAPDEV | INS

[« DD B

In the meanwhile create a Z role ( and assign to the particular user)-->Hit PFCG-->copy the role at

role text bar-->then click copy button-->change the name of role from(/VIRSA/Z_VFAT_ID_OWNER) to
(Z:VIRSA_Z_VFAT_ID_OWNER_DISPL) and click on copy selectively un check Personalization and continue(as

like the previous userid )

-->click on authorization tab and click create profile and click change authorization data

VersionlIT
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=4 Role  Edit  Goto  Utilities(M)  Systern  Help

&

Change Roles

- 4 C@@ LHRE RO BAE @@

‘27 l-'ﬁl)ther role Fé’

Role

[ Tt
Role \Z:VIRSA_z_VFAT_ID OWNER_DISPL J
Description Firefighter FirefighlD owner's role

=Description | @ Menu .~ @ Authorizations } O User | MiniApps -~ &%l Personalization

Created by

User SAKTI

Date 17.05.2013
Time 06:33:15

Last Changed On/By

User SBKTI
Date 17.05.2013
Time 06:35:05

Information About Authorization Profile

Profile Name  |T-DVE30002

Profile Text Profile for role Z:VIRSA_Z_VFAT_ID_OWNER_DISPL
Status Authorization profile is generated

Maintain Authorization Data and Generate Profiles

Change Authorization Data

Expert Mode for Profile Generation

:'StartlJiLa' é

b DEV(2) 001 ~

Maintain Liser ” Change Roles j SAP GRC Access Contral ... | E41] SPM configuration - Micr... |

SAPDEV | INS

« A ) 20:41
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--> find the object GRCFF_0001 &S_TABU_DIS and provide restricted display only

[= Authorizations Edit  Goto  Utiities(M)  Envionment  System  Help w

=

@ -dH e@@ SHK DDLD BE @m

L
Change role: Authorizations
E @ T [E.selection criteria  [EuManualy ¥8l0pen W@lChanged WEIMaintained Organizational levels... [H information
Maint.: 0 Unmaint. org. levels 0 open fields, Status: Unchanged
Z:VIRSA Z VFAT ID OWNER DISPL (OO@ Firefighter FirefighID owner's role

3 OO@ Standard Cross-application Authorization Objects ARRB
3= CO@ Manually Basis: Administration BC_A

6 Q0@ [& .2 Manually Background Processing: Operations on Background Jobs 5_BTCH_JOB
& OO@ [& .2 Manually Table Maintenance (via standard tools such as SM30) S_TRRU_DIS

5 CO@ [Wh Manually Table Maintenance (via standard tools such as SM30) T-DVE3000800

* 47 Betivity 03 ACTVT
* gChangerrization Group IVe¥, IVeY DICBE

—030 QO@ Manually Basis - Development Environment BC C
—3& OO@ Manually GRC AC BAuthorization Objects GERC

& OoF [& .2 Manually  Superuser Privilege Management GRCFF_0001
= Cod @ Manually  Superuser Privilege Management T-DV&3000800

#* 7 Bctivity 03 ACTVT

1ir 1ir
SA [» | DEV (2) 001 ~ | SAPDEV | INS

s."startH %M E | B Maintain User ||chame role: Authoriz.. . SAP GRC Access Control ... | K] SPM configuration -Micr... | « A 20:33

-->Go to user tab and assign the <user name> (Controller) -->click on user comparison-->save
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=4 Role  Edit  Goto  Utilities(M)  Systern  Help

&

Change Roles
‘27 l-'EDtherroIe Fé’

Role

Role Z:VIRSA_Z_VFAT_ID OWNER_DISPL
5

ik
Description Flreflr.l hter FirefighID owner's rolg il

- 4 C@@ LHRE RO BAE @@

& Description | @ Menu @ Authorizations 30 User ]' Minidpps &3¢l Personalization
User Assignments
User ID User name From to I
CONTROLER Controler 17.05.2013 31.12.9939 -
LI 1

[» | DEV (2) 001 ~ | SAPDEV | INS

« 7w ) 20:47

Oistart| | S B @ | [ Maintain User | 1 change Roles ) 5AP GRC Access Control ... | {5/] 5PM configuration - Micr.. |

iv) Create fourth user id<Fire-fighter ID>(FFID)and assign the Super user roles (SAP_ALL)

VersionlIT
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=4 Users Edit Goto  Information  Environment  System  Help

&

Maintain User
i

User FFID

- 4 C@@ LHRE RO BAE @@

Last Changed On SRKTI

17.05.2013[06:41:19 Status Saved

. Address } Logon data  SNC . Defaults | Parameters  Roles - Profiles E‘

Person

Title

Last name ffid

First name
Academnic Title

Format ffid

Function

Department
Room Number

‘Communication

Language English

Telephone
Mobile Phone
Fax

Floor Buiding

Other communication... ]

Extension

E-Mail
Comm. Meth

o
. =
Extension E

Remote Mail -

Assign other company address... J I

Assign new company address... I

f'startHia! é

J E sapmmc

> DEV (1) 001 ~

In the mean while create a Z role ( and assign to the particular user)-->Hit PFCG-->type
(Z:VIRSA_Z SAP_ALL)-->click on single role

[E Role Edit Goto Utilities(M) Systemn  Help

& B @@ ECHE DDhoO0 BE @ m
Change Roles

“% & Other role =28

Role

Role Z:VIRSA Z SAP ALL

Description rm 1

&

Gl Description @ Menu

@ Authorizations |~ @ User  MiniApps -~ & Personalization

SAPDEV | INS

”. intain User Role Maintenance | i]SAP GRC Access Co... | i3] SPM configuration - ... | « 5 f:@@[{})) 18:02

Administration Information

Transaction Inheritance

Created Changed Derive from Role
User SRKTI SBKTI
Date 17.05.2013 |17.05.2013
Time 06:39:15 06:41:19
Long Text
() ()] (i) i)
[ Jui,co1 Ln1-Ln1 of1 lines
f'startl | meE | & sapmmc | = Maintain User

-->click save

VersionlIT

> | DEV (2} 001 ~

SAPDEV | INS

”Changellgﬂﬁ =% 5AP GRC Access Co... | 1] SPM configuration - ... [[« & G @i} 18:07
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-->then click on Authorization tab-->click create profile-->click on change Authorization Data

-->click on SAP_ALL--> and click Adopt reference

=4 Authorizations  Edit  Goto  Utiities(M)  Environment  Systern  Help w

@ *{H CCeQ DHE Do EFE @
Change role: Authorizations

=] @ i @Selec‘cion criceria @Manua\w Open Changed ¥ Maintained Organizational levels... [ information

Maint.: 0 Unmaint. org. levels 0 open fields, Status: Changed -
Z:VIR3R OO@ Z:VIRSA
[E Choose Template x
Template Text for Template
SHF_RDM AU Administration: Authorization data administrator -
SAP ADM PR Administration: Authorization profile administrator h
SAF_ADM U5 Administration: User administrator
A

EESAP_ALL JComplete authorization with all authorization objects
SAE_PRINT Print Authorization
SAF_USER B Basis authorizations for users

S RS DME RUTH DISE  Data Mining - Display
S_RS_DME_AUTH MNT  Data Mining - Maintain

S RS _NEW NWO4S BL: New Authorizations for NW2004s

5_RS_PL_ADMIN BI Role: Planning Administrator -
S_RS_PL PLANMOD D BI Role: Planning Modeler (Development System) -
0 “»

[+ Adopt reference |[3 Do not select templates |

‘0 ‘0

No datz exists. You can choose 3 template. [ DEV (3) 001 ¥  SAPDEV | INS

f‘StartlJ i [} @ J sapmmc | MaimainUsEr | ChangeRoIes | Changemiv_-L ESAPGRCACCES... | E"’l_]sPanﬁguraﬁ‘.. | << @@(})) 18:22

-->insert all authorization(click Yes)-->click continue
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=g Authorizations  Edit  Goto  Utilities{fM)  Enwvironment  System  Help w
< M C@@  CHR DDhoL FE @
Change role: Authorizations

=l & T [Eselection criterz EhManualy '=]open  FElchanged
Maint.: 0 Unmaint. org. lewvels 0 open fields,
Z:VIRSA

OO Z:VIRSA

FE]Maintained  Organizational levels... [EN information
Status: Changed

Insert all authorizations?

T | w %

Cancel

a

-
L
A"SlzlrtH _ja =) @ J sapmmc

(54 [> | DEV (3) 001 ¥  SAPDEV | INS
| I Maintain User | Changa RolesD..‘I Chamemie:n_ ﬁSAPGRCAooes..‘ | iE’l_]SPI'~‘Ioonf‘igL.iraﬁH. | & @@(})) 18:27

-->Then go to Organization level -->click on Full authorization -->click Save-->click on generate-->click
back

VersionlIT
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=4 Authorizations  Edit

Goto  Utlities(M)  Environment  Systern  Help

@ -iB @@ CHRE DDLD PP @B
Change role: Authorizations
=] @ i @Selec‘clon criceria @Manua\w Dpen Changed ¥ Maintained Organizational levels... [ information
Maint.: Generate [Shft+F5]u levels 0 open fields, Status: Unchanged
Z:VIRSE Z_SAF RLL CCE sap all

—a
—a
&
—a
—a
—m
—m
—mE
—E
—m
—m
—m
—E
—m
—m
—mE
—E
—m
—m
—m
—E
—m
—m
—mE
—E
—m
—m
—m
—E
—m
i

§288238328822820832283288888282

Manually
Manually
Manually
Manually
Manually
Manually
Manually
Manually
Manually
Manually
Manually
Manually
Manually
Manually
Manually
Manually
Manually
Manually
Manually
Manually
Manually
Manually
Manually
Manually
Manually
Manually
Manually
Manually
Manually
Manually

:'StartlJiLal é

Not assigned to a class
Cross-application Authorization Objects
PLM ACOs

Asset Accounting

Basis: Administration

Basgis - Development Environment
Basis - Central Functions
Partner Contact Management

BRF: Business Rule Framework
Excise Duty

Empties Management

Sales Returns

Beverage: Part Load Lift Orders
Commission System
Classification

Campus Management

Collateral Management System
Manufacturing Execution: Authorization Objects
Controlling

Conditions

Document Management
Customer/Vendor Integration
Defence Forces & Public Security
Direct Store Deliwvery

D5D Connector

E-Business RAccounting

SAP Consolidation

Engineering Change Management
EHsS

Progress Tracking

b DEV(2) 001 ~

Maintain User ” hange role: A...

J Eisauﬂmc

Role Maintenance | -] SAP GRC Acces... | E41] SPM configurati. .. | <« @

-->go to_user tab -->provide <user name>(FFID)-->click user comparison

v
a
-

0

SAPDEV = INS
) 18:39
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=4 Role  Edit  Goto  Utilities(M)  Systern  Help

& 4B @@ CHE DDLD HE @B

Change Roles
‘27 l-'EDtherroIe Fé’

Role
Role Z:VIRSA Z_SAP RLL
Description sap al

EHDescription |+~ @ Menu @ Authorizations .~ @ User }M\nlﬂpps - d¥l Personalization

User Assignments
User ID User name From to I

'S T

I]:'FID 7 17.05.2013 31.12.9939 -

L .y =
-
-

LI i
:'Startl J ila meaE J Esapmmc | MaimainUser

v) Create fifth user id(Fire-fighter)and assign the role (VIRSA/Z_VFAT_FIREFIGHTER)

[» | DEV (2) 001 ~ | SAPDEV | INS

|[/E change Roles | SAP GRC Access Can... | i51] sPM configuration - [[« (@l () 18:42
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=4 Users  Edit

&

Goto  Information  Enyironment

Systern Help

- 4 C@@ LHRE RO BAE @@

Maintain User

g

User
Last Changed On

7 Address |

FIREFIGHTER
FIREFIGHTER (/17.05.2013/[06:45:17

Logon data  SNC . Defaults

 Parameters - Roles

Status Saved

< Profiles

=l

Person

Title

Last name
First name
Academnic Title
Format
Function
Department
Room Number

=
Ll vJ
Firefighter

Firefighter

Floor

Communication

Language
Telephone
Mobile Phone
Fax

E-Mail
Comm. Meth

Enalish -
Extension

Extension

Remote Mail -

Buiding

(E

Other communication...

Coee

Assign other company address... ‘ |

Assign new company address...

s."startH & m

e J E sapmmc

”- intain User ChangeRoIes

[» | DEV (1) 001 ~ | SAPDEV | INS

| ESAPGRCAooeschn...l £91] 5PM configuration - .. | < gl i) 18:51

In the meanwhile create a Z role( and assign to the particular user)-->Hit PFCG-->copy the role at

role text bar-->then click copy button-->change the name of role

from(/VIRSA/Z_VFAT_FIREFIGHTER) to (Z:VIRSA_Z_VFAT_FIREFIGHTER) and click on copy

selectively un check Personalization and continue(as like the previous user id )

-->click on authorization tab and click create profile and click change authorization data
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=4 Role  Edit  Goto  Utiities(M)  Systern  Help w

@ B e SHE DDLO BHE @@
Change Roles
sﬁ’qﬁothermle D%’

Role
Role Z:VIRSA_Z_VFAT_FIREFIGHTER
Desciption [Frefighter Frefignter's rold )
@Descriptmn © @ Menu oA ‘izati } O User " MiniApps | Personalization
Generate authorization profile
Created by Last Changed On/By
User SRETT User SAKTI
Date 17.05.2013 Date 17.05.2013
Time 06:37:21 Time 06:37:47

Information About Authorization Profile

Profile Name  [T-Dve30009] [

Profile Text Profile for role Z:_VIRSA_Z_VFAT_FIREFIGHTER
Status Authorization profile is generated

Maintain Authorization Data and Generate Profies
W Change Authorization Data

@ Expert Mode for Profile Generation

--click generate and go back for previous screen

[= Authorizations Edit  Goto  Utiities(M)  Envionment  System  Help w

& Fd B @@ OHER HTHLo BEE @
Change role: Authorizations
EH @& T [E.selection criteria  [EuManualy W&l0pen W@lChanged FEIMaintained Organizational levels... [H information
’_Maim:.: Generate (ShIft+FS),  qeye1s 0 open fields, Status: Unchanged =

Z:VIRSA Z VFAT FIREFIGHTER CCH@ Firefighter Firefighter's role

B CO@l Manually Cross-application Authorization Objects
00 OO@ Manually GRC AC Ruthorization Objects

[
1ir 1ir
No org. levels available @[> DEV(2) 001 *  SAPDEV | INS

:'StartlJ Eé meaE J Esapmmc | MaimainUser | Chamemle:hwth_ ESAPGRCAooeschn...l II@1SPMoorﬂ"igL.lraﬁonf... | << @@[{})} 19:16
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4) Logon as SPM Administrator and start transaction /N/VIRSA/VEAT

[Z user sSystem Help

& ¥ d CeQ LHE ohidn HE @M

SAP

New password

Client a0l
User SPM Rdminist
Iy =1
Password ********Iﬂk***\
Jy

Language

-->click Owner -->assign owner and controller to FFID(as like screen)
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=4 Table View  Edit  Goto  Selection  Utlities(M)  Systern  Help w

1V ~{H @@ DHE Do BE @
Change View "Owners": Overview

%P New Entries E & E

Owners
Firefight ID Firefight ID Owner Description Comments Used by
L il
FFID OWNER OWNER FOR FFID BT =
LI L
|§ Position... | Entry 1 of 1
One entry chosen @[> DEV (1) 001 ™  SAPDEV | INS

s."startH 5, M @ | T5AP GRC Access Contral ... | 5] 5PM configuration -Micr... | ) 5AP Logon 720 || Change View "Owners... «  [HEi) 1943

-->Maintain Security Tables, which requires the knowledge of the passwords of the Fire
Fighter IDs

=g Administration  Utiliies  Systern  Help w

@ A @@ CHRE Do BRE @b

Superuser Privilege Management
S 2 Powners  Prirefighters %P controllers [P Security | %P Reason Code P Configuration %P Critical Tecodes  fe
Security  (Ctrl+F1)

Firefighter ID Firefighter ID Owner Sta... | Description FF ID Used By =Message ... Logon u...
T

-

a
-

-->click on new entry and fill the table(as like screen, also in password text box fill the desire
password and press enter to change password to hexadecimal character)-->then go back
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=4 Table View  Edit  Goto  Selection  Utilties(M)  Systern  Help w

[V FdEH @@ BHE DDOS RE @
Change View "Security": Overview
6? Mew Entries @@

Security
Firefight Id Password Cormments
FFID PTH4Q* }0v%*mih7], sWBQ/ c{ @z5+$ Y@+18Lp- HAL -
-

-->Access to the Tool Box containing a number of reports

[= Administration  Utilities  System  Help w

=

@ FdH e@@ CHRE 8008 R @

L
Superuser Privilege Management
81 & “Powners "Prirefighters  "PControlers  “PSecurity  *%PReason Code "% Configuration "% Critical Tcodes  HEe
Tool Box  (Shift+F6)

Firefighter ID Firefighter ID Owner Sta... | Description FF ID Used By  Message ... Log on u...
-

-
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[E AreaMenu Edit Goto \Utiities(M) Additional Information  System  Help w
@ FdH C@R SHE DDLO BE @
Virsa Tool Box
% Bk (e

Structure
~  Superuser Priviege Management Tool Box
=i Utiities and Reports
g Log Data Auto Archive
g @ Configuration Change Log
g @ Firefightld Log summary
g f}} Reason/ Activity report
g f}} Firefightld Transaction Usage
g f}} Invalid Frefighter Ids/Owners/Critrl
+ 3 Log Report
+ (5 50D Conflicts Report
Custom Utilities and Reports

SA [» | DEV (1) 001 ~ | SAPDEV | INS

Oistart| | S B @ | T)5AP GRC Access Contral .. | 1] 5P configuration - Mir... | IFZ) 54P Logen 720 |1 Virsa Tool Box « [Emli) 2001

then go back-->click configuration

[= Administration  Utilities  System  Help w

=

@ FdH e@@ CHRE 8008 R @

L
Superuser Privilege Management
81 & “Powners "Prirefighters  "PControlers  “PSecurity  *%PReason Code "% Configuration "% Critical Tcodes  HEe
Tool Box  (Shift+F6)

Firefighter ID Firefighter ID Owner Sta... | Description FF ID Used By  Message ... Log on u...
-

-

-->Fill the form
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=4 Table View  Edit  Goto  Selection  Utlities(M)  Systern  Help w

1V ~{H @@ DHE Do BE @
Change View "Configuration": Overview
P newenres B E S E H B

Configuration

Parameter Value Comment ii
T 1
~ YES HRT =

¥ FF_RFC HRI

| Position... Entry 1 of 8

SA [» | DEV (1) 001 ~ | SAPDEV | INS

s."start| | %m0 @ | T SAP GRC Access Contral ... | ] SPM configuration -Micr... | IF7) sAP Logon 720 || Change View "Configu... «  [H @) 20:17

Logon as SPM Administrator and click in transaction /N/VIRSA/VFAT on the,Reason Code” button

=4 Administration  Utilities  Systern  Help w

& FdEB @@ LHE Do BE @b

Superuser Privilege Management
@B ‘Wowners s?Fireﬁghters s?cantrollers ‘?Secur'rty GﬁReason Code s?canﬁgumtion G?Cr'rtia\Tcodes @:
Reason Code (Shift+Fg)

Firefighter ID Firefighter ID Owner Sta... | Description FF ID Used By =Message ... Logon u...

-

Then create reason codes which Fire-fighters will have to select from upon activation of Fire-fighter
IDs that were granted to them.
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[ TableView Edit

g

Goto  Selection

|tilities{M)

System  Help

B CeQ EHE BDL80 HE O

Change View "Reason Codes": Overview
%2 NewEntries 3 & 5 B B

Reason Codes

Reason Code

OPEN CLIENT
SYSTEMM QUTAGE

!
IFE_LP DESK TICKET
MONTH END CLOSE

Reason Code Description

2t
JH.ELP DESK TICKET 1
MONTH END CLOSE
QPEN CLIENT

SYSTEMM QUIAGE

Status
Active
Active
Active

Active

Comment

¥ I
¥ I
¥ I
¥ I

Logon as Owner (or Administrator) and click in transaction /N/VIRSA/VFAT on the Fire fighter button

[=  administration

@

Utilities  System

48

Help

CQ@ CHR Do BE @

Superuser Privilege Management

DEV(IjUUL ¥ SAPDEV INS

8 PPowners “PFiefighters "PControlers "PSecurity “%PReason Code "% Configuration "% Critical Tcodes  dfe
Firefighter ID Firefighter ID Owner Sta... | Description FF ID Used By  Message ... Logon u..
™ T
[ d
® System DEV (1} 001
Client 001
User OWNER
Program JVIRSA/ZVFAT
Transaction JVIRSA/VFAT
Response Time 110 ms
Interpretation Time 110 ms
Round Trips/Flushes 1/0
Superuser privilege management - 5.3 SA v
A."Startl J i-a [} @ J -j SAP GRC Access Con... | @ SPM configuration - ... | D SAF Logon 720 | Superuser Privilege ... | Superuser Privileg... |« j@ﬂﬂ) 20:44

Then assign Fire-fighter IDs to Fire-fighters
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=4 Table View  Edit  Goto  Selection  Utlities(M)  Systern  Help w

1V ~{H @@ DHE Do BE @
Change View "Firefighters": Overview
P newenres B E S E H B

Firefighters
Firefight ID Firefighter Valid To Comments User
r =¥
FFID FIREFIGHTER 17.06.2013 EHGFHGF JOWNER —
LI L
Eq Position... Entry 1 of 1
One entry chosen [» DEWV 11001 - ADNIEY | T
“ 3 — e |Change View "Firefighters™ Cverview
:'Startl J . - J .| SAP GRC Access Con...l i3] SPM configuration - ... | WSAPLogcn 720 | ChangeView'Owner...lChame\ﬁew "Firef... |“ B@{]’ﬂ 20:46

Logon as Owner (or Administrator) and click in transaction /VIRSA/VFAT on the “Controllers® button
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=4 Administration  Utilities  Systern  Help w

& FdEB @@ LHE 8DLo0 BE @b

Superuser Privilege Management

@g ‘Wowners ‘?Flreﬁghters ‘?Controllers G?Securrty ?Reason Code ‘?Conﬁgumtlon WCrrtla\Tcodes @3

_Fireﬁghter ih] i Firefighter ID Owner Sta... | Description FF ID Used By = Message ... Logon u...
[ ml
® System DEV (1) 001
Client 001
User OWNER
Program JVIRSA/ZVFAT
Transaction JVIRSA/VFAT
Response Time 110 ms

Interpretation Time 110 ms
Round Trips/Flushes 1/0

Superuser privilege management - 5.3 A ¥ UEV LJUUL * | SAPDEV | INS
{'Startl J . - J 7| SAP GRC Access Con... | i3] SPM configuration - ... | w SAP Logon 720 | Superuser Privilege ... | Superuser Privileg... |“ B@{]’ﬂ 20:44

Then assign Fire-fighter IDs to Controllers. This allows Owners to delegate the monitoring or auditing
of Fire-fighter activities to Controllers
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=4 Table View  Edit  Goto  Selection  Utlities(M)  Systern  Help
1V ~{H @@ DHE Do BE @
Change View "Controllers": Overview
% New Entries =) E
Controllers
Firefight ID FF ID Controller Options Comments
1= 1
FFID CONTROLER ~ BRI -
(s 40
Position... Entry 1 of 1

One entry chosen

:'StartlJiLal é

J 7| SAP GRC Access Con... | h—ﬂ] SPM configuration

| 1) sAP Logon 720

@[> DEV (1) 001 ¥ | SAPDEV  INS

| Change View "Owner... | Change View "Cont... |« il () 20:54

Logon as Fire-fighter and start transaction /VIRSA/VFAT

VersionlIT

Page 35



Rashed’s SPM Configuration Document

=4 Menu  Edit Favorftes  Extras  System  Help '_

& | INIVIRSA/VFAT FEH e DHE DDLO BE @@

SAP Easy Access - User menu for Firefighter
BE & B6 7| v
'DFHVDI"itES ?_

~ 3 User menu for Firefighter
- 11 Virsa Firefighting Tool

System DEV (1) 001

Client 001
User FIREFIGHTER
Program  SAPLSMTR_NAVIGATION
Transaction SESSION_MANAGER
Response Time 515 ms
Interpretation Time 327 ms
Round Trips/Flushes 2/1
|k wrimermanren * | SAPDEV | INS

;.'fst;-—t' | %M @ | T5AP R Acces... | ] 5PM configurati.. | ) 54PLogon 720 | I change View "0... | I Change View 'C... | [T 5AP Easy Acce. |« (@I (}) 20:57

After hit the transaction /N/VIRSA/VFAT the status is green(As long as the status is green the
Fire-fighter ID is not in use and you can logon with it.)
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=4 Administration  Utilities  Systern  Help w

@ -liBe@@ CHRE oDod D @B

L
Superuser Privilege Management
5] = ?Dwners ‘?Flreﬁghters ‘?Controllers G?Securrty ?Reason Code ‘?Conﬁgumtlon WCHUG\ Teodes @3

Firefighter ID Firefighter ID Owner Sta... | Description FF ID Used By = Message ... Logon u...
FFID OWNER ©OE  OWNER FOR FFID logon =~
0
Superuser privilege management - 5.3 [» | FIREFIGHTER ¥ | SAPDEV | INS

:'Startl J . - J -E‘SAP GRC Acces... | i3] SPM configurati... | USAP Logon 720 | Change View 'Ol Change View "C... | Superuser Pri... |“ @@{]’ﬂ 20:58

Click on Logon button-->then click continue
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EE @

w Configuration

WCHUG\ Teodes @3

=4 Administration  Utilities  Systern  Help
@ FJdEHIC@Q SHE Do
Superuser Privilege Management
5] = ?Dwners ‘?Flreﬁghters ‘?Controllers G?Securrty ?Reason Code
Firefighter ID Firefighter ID Owner Sta... | Description
FFID OWNER OC@ OWNER FOR FFID

{‘startH BN

[ Superuser Privilege Management

Please enter the reason for using this access

Reason Codes

Please enter the actions that you anticipate to perform.

[SYSTEMM OUTAGE

FF ID Used By = Message ... Logon u...

Click system setting

perform sm50,sull, sulUl

-

[* | FIREFIGHTER ~

SAPDEV | INS

J ESAP GRC Acces... | i3] SPM configurati... | USAPLogonm | Change!"lew'{)..‘l Change\ﬁew'c... | Superuser Pri... |“ @@{]’ﬂ 2104
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Note that the status has turned red. This means that the Fire-fighter ID is not available for no
one else as of this point in time.

. BEEES
= Superuser Privilege Management
& FdH @R SHE Do BE @
Superuser Privilege Management
E8 “Powners Prirefighters % Controlers  %PSecurty  “%PReason Code % Configuration %P Critical Tcodes e
Firefighter ID Firefighter ID Owner Sta... | Description FF ID Used By | Log on u...
FFD OWNER @OO  OWNER FOR FFID FIREFIGHTER =
[E sSystem Help ﬁ-
—
@ -liBIe@@ CHE ano”
SAP
& Start SAP Easy Access
® System DEV (2} 001
Client 001
User FFID
Program SAPMSYST
Transaction 5000
Response Time 453 ms

Interpretation Time 344 ms

Round Trips/Flushes 1/1
B W T UEV(ZJUUL ¥ | SAPDEV | INS
S —————_—_______—_—_—_—_____—_—_———
Superuser privlege management - 5.3 [» | FIREFIGHTER ¥ ' SAPDEV | INS

f‘smrt' | m @& | Tsepcrcac.. | )M configu... | 1) 4P Logon 720 | I change vie... | I change Vee... | I superuserp... |[1E sap [« AR} 207
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