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The Naming Differences between VIRSA and GRC5.3 and GRC10.0:

VIRSA GRG5.3 GRC10.0
Compliance Calibrator Risk Analysis and Remediation (RAR) Access Rsk Analysis(ARA)
Access Enforcer Compliant User Provisioning (QUP) Access Request Management(ARM)
Role Architect/ Role Expert | Enterprise Role Management (ERM) Business Role Management (BRM)
Fre Fighter SQuperuser Privilege Management Emergency Access

(SV) Management(EAM)
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VIRSA(COM PLIANCE CALIBRATOR)

Overview:

Virsa Compliance Calibrator provides real-time compliance monitoring and controls, integrated within
your SAP deployment. Compliance Calibrator usesits built-in analysis engine to identify risks associated
with Segregation of Duty (SoD), critical actions, and critical permissions. Once identified, you use
Compliance Calibrator controlsto mitigate or eliminate compliance risks.

Virsa Access Enforcer providestools for assigning, enforcing, and logging (cross-system) network
resource access permissions, based on job-related dat abase objects, such as users, groups, roles, and
profiles. You can also create and use workflows that model your business approval process for access
requests. If you use Compliance Calibrator, you can configure Access Enforcer to provide risk analysis
and mitigation controls, to identify and resolve access control risks and violationsin your workflows.

Virsa Role Bxpert providestoolsto create, manage, and define access permissions, either individual
access controls, or groups of access controls—based on job functions (roles). Creating role-based access
controls enables you to assign a group of access permissions to user(s) who perform a specific job
function, eliminating the need to manually reassign these permissions following a change of the user(s)
who perform that job function. If you use Compliance Calibrator, you can configure Role Expert to use
the Compliance Calibrator risk analysis engine when creating roles and assigning mitigation controls. If
you use Access Enforcer, you can configure Role Expert to require approval for new and changed roles
using Access Enforcer workflows.

Virsa Frefighter provides flexible controlsthat allow you to assign special permissionsfor emergency
access to network resources that would otherwise be restricted from the user or users performing the
emergency tasks. In addition to network emergencies, you can use Frefighter to provide temporary
and/or time and date-restricted access permissions, for tasks that require those permissions only during
certain times, such as auditing services. Frefighter allows you to designate these permissions and who
must approve the assignment of these permissions. Once the access has been approved, Frefighter
provides an audit trail log of every action performed using these enhanced access privileges. If you use
Compliance Calibrator, you can configure Frefighter to use the risk analysis engine to identify and
resolve Frefighter risks and violations.
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The Components of Virsa are:

Compliance Calibrator
Access Enforcer

Hre Fghter

Role Architect

Eal S I\

How to find the Risk with the User or Role Using VIRSA:

Risk can be dueto
i. whenever two different Tcodes come together that will be one risk or
ii. Two similar kind of functions come together that might be arisk.

Here, Functions are the combination of multiple Actions(nothing but Tcodes) or Authorizations.

Risk Analysis can be performed by
1. User Level

2. Pole Level
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Risk Analysis— User Level

To Logon to VIRSA Compliance Calibrator, the Tcode is/n/virsa/ zvrat

g =l 0 () (2
SAP Compliance Calibrator by Virsa Systems

iforrnation Warshouse(BRAY
oflal(ER:

v Systern ADI {13 {001}
LClient oot
User ADITYA
Program MNIRSAZVRAT
Transaction MIRSADVRAT
Response Time 0.000

) Campliance Calibrator Administrator

Interpretation Time 0.018
Round TripsiFlushes 100
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Select the Target System & Role then Qick on Execute.

SAP Compliance Calibrator by Virsa Systems - SODs / Risk Analysis
|E Simulate |||H Rule Architec_t”ﬂ_, Mitigation || Alerts ||I;|:| Management Reports |@|

Analysis Type
@ LUserBased

® User io =]
) User Group o

() Role/Profile Based

) Roles o B
O Prafiles to |

[] combined analysis

50D Risk Level
(1 Critical ) High ) Medium ) Low @ Al

ReportType
® 50D atTransaction Code Level ) 80D at Authorization Ghject Level
1 Critical Transactions () Critical Roles/Profiles
) Mitigating Controls
Risk o
Organizational Rule o

Report Formal
Q Exec Summary Report g» Summary Report ) Detail Report Business Yiew

Dialog [ | Communication [ Systemn [ Service [] Reference [ All

Esclusions -
Locked Users Expired Users [ Mitigating Contrals Expired Roles

l D’

Us'l:artl J a8 J I;-E‘SAPT iance C... _E':Compliance-ca'l‘bréw..\l 1] WIRSA - Microsoft ... |E GRCS.3.doc - IViicro...I ) Et|Documents &

1) :
nds... | (DA E 7ozem
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—In Analysis Type, Under User Based Select the User and Mention the user name

—In SOD Risk Level, select the option level ALL

-> Select the Report Type which you want to perform, Here we are using SOD at Transaction Code Level
—>Select the Report Format

—>Select the User Type .

Check the below Screen Shot
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SAP Compliance Calibrator by Virsa Systems - SODs / Risk Analysis
P simulate |[® Rule Architect || g Mitigation | B alerts [y Management Reports |@H§|
;

@ UserBased

® User LISER3 to =

) User Group o
() Role/Profile Based

@ Roles jul

) Profiles to

[] combined analysis

50D Risk Level
(1 Critical ) High ) Medium ) Low @ Al

Report Type
@ 50D at Transaction Code Level ) 80D at Authorization Ghject Level
() Critical Transactions () Critical RolesiProfiles
) Mitigating Controls

Risk o
Organizational Rule o

Report Farmat
() Exec Summary Report g» Summary Report ) Detail Report Business Yiew

User e
alog [ Communication [ ] System [ Service [] Reference [ All
Exclusions -
Locked Users Expired Users Mitigating Cantrals Expired Roles
l b [AD1 1) (001) =] aditya | NS

Ustartl J a8 J I-E SAP Compliance C... _EI:G'RCE&&E:X - Micro... | £31] New Micrasoft Office. . |@ NeW'Mi:crosofE.-Oféit'e...|‘@‘VIIRSA.d0c [Compati... | (WE LR

Qick on Bxecute.

After executing you will get all the levels of Rsksi.e., High, Medium, Low and critical.

Check the below screen
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O EE @

Compliance Calibrator - Segregaﬁon Of Duties at TCode Level

Detail Report (Shift+F3)

Cliert Administration [ SCC4 ) and
Uszer Mairtenance [ SU01 )

Delete Client ( SCC5 ) and
User Mairtenance [ SU01 )

B011016: Security Administration & Client Administration

B011017; Securlty Administration & Client Administration

By seeing the level of the risk we need to remove the risk or we need to mitigate the risk.

Qick on Detail Report and Copy the Role Name.
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afa H (€@ DEE anhoaa  FHE @
Compliance Calibrator - Segregation Of Duties at TCode Level

Summary Report | Exec Summary Report | Technical Yiew

=)
User Id ; USER3 (USER3) User Group :
Rizk Description Level Transaction Role Description
B011016: Security Administration & Client Administration High  Client Administration (SCC4) kg A B CLIENT ADMINISTRATICN
B011018; Security Administration & Client Administration High  User Maintenance (SU01)  ZADITYA_BC_CLIENT_ADMIN: BC CLIENT ADMINISTRATION
B011017: Security Administration & Cliert Administration High | Delete Client (SCCS) ZADITYA_BC_CLIENT _ADMIN BC CLIENT ADMIMSTRATICN
B011017: Security Administration & Client Administration High  User Maintenance (SU01) 2 ADITYA_BC_CLIENT_ADMIN: BC CLIENT ADMIMISTRATION
£2|

| b [apio) ooty P2 aditya | NS y
5] Startl | & & e Calibr... ] GRCS.3.dacx - Micro. . | E¥1] New Microsoft Office..‘l B4 New Micrasoft Office...l I vIRSA.dac [Compati. .. | % 150 aM

To see the conflicts you need to click Technical View tab.
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Compliance Calibrator - Segregaﬁon Of Duties at TCode Level

Tachnical View (Shift+F7)

Cliert Administration [ SCC4 ) and
Uszer Mairtenance [ SU01 )

Delete Client ( SCC5 ) and
User Mairtenance [ SU01 )

B011016: Security Administration & Client Administration

B011017; Securlty Administration & Client Administration
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O EE @
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To remove the risk, Copy the Role Name after that go to the backend system and remove the risk from
therole.

After going to the backend system remove one confliction actions (Tcodes) from the role.
Here confliction actions are S0C4 and SJ01 & SOC5 and SUJO1.
Then Goto PFOG and mention the role name and remove the Tocodes from the role .

Check the below screensfor removing the Tcodesfrom the role .

Change Roles

el

Role B R Tl

Description BC CLIENT ADMINISTRATION

< {3 Role me
i

- Client Administration
) SCC45 - Delete Client _.M
@ SUIM - User Infarmation System
) 5U53 - Evaluate Authorization Check

iEt{hangeRnles‘ . gd‘?@&ﬂbcxﬁmrm|_@NeancrosuEl;@/fﬁte]@MBWMUMﬁthF«efl ;@?ﬁ“ﬁ%ﬂ.dﬂc [C;omp{i;.-«-.-;l g&!@ 2

SEMI:']'@ I}
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After removing the Tcode from the role goto Authorization tab and go for Expert Mode for Profile
Generation.

Check the below screen shot .

Change Roles

Y & overoe | < | H

Role Z:ADITYA_BC_CLIENT_RDMIN
Description BT CLIENT ADMIMISTRATION

" @ Authorizations

.;E"r_oﬂle:._N_a{me; (T-AL7EREET
Profile Tt Profile for role

Status Profile comparigon reguired

|Pm‘ﬂle Generatofexper‘t maode

2sw]|0
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Then go with Read Old Satus and Merge with New Data option and click Nike.

Check the below screen

&
Change Roles

D & oterroe | & | @

Rale
Description

& Evpert Mode for Profile Generation
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Then generate the role and do the User Comparison.

Check the below screens.

Autharizations ment

@ B

Change role: Authorizations

alllal | Selection criteria Wanually | | Open Mew | | Changed 7] Maintained | Organizational levels... Information

Generate (Shiﬂ+F5)l1 Tevels ]

Z ADITYA_BC_CLIENT_ADMIN

Maint. : open fields, Status: generated

BC CLIENT ADMINISTRATION
8 OO@ Standard 01d Cross-application Authorization Objects

E CO@ Maintained 01d Basis: Administration
8 Maintained 01d Basis - Development Environment

LAAE
BC_A
BC_C

ILal[+]

E1EY]

3|

|[«[]

@ Frofile{s) created

b | AD1 0 001y P2 aditya | NS .

rt-‘startl | & &

||l change role: auth... %] GRES.3.docx - Micra... | E¥1] New Microsaft Office. | B4 New Micrasoft Office...l I vIRSA.dac [Compati. .. | % 207 M
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1T 8
FLRCHsiA DA FE 5
User master comparison  (Ent
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Now go back to the Analysis Type, Under User Based Select the User and Mention the user name.

Check the below screen

I

SAP Compliance Calibrator by Virsa Systems - SODs / Risk Analysis

®l

[ sirulate |||H Rule Architect | gy, Mitigation || Ner_tS'HIﬂ Management Reports |IEH§|

oh Excutg ] F 5]

@ UserBased
® User USER3
) User Group
(O RoleiProfile Based
) Roles
) Profiles
] combined analysis

50D Risk Level

ReportType
@ S0D atTransaction Code Level
() Critical Transactions
) Mitigating Controls
Risk
Organizational Rule

ReportFarmat
C) Exec Summary Report @& Summary Repott

Dialog [ | Communication [ | System

Exclusions '

to i B
o B
to E
o

() Critical ) High ) Medium ) Lowe @ Al

) 50D at Authorization Object Level
() Critical RolesiProfiles

1o ﬁ
to ﬁ
) Detail Report Business View

[] Sewice [] Reference [ All

Locked Users Expired Users [ Mitigating Contrals Expired Roles

[ [#DI (1 (0013 P aditya | NS

@star| | (3 & |[[Fsarc

jance C... _EI:G'RCE&&E:X - Micro... | £31] New Micrasoft Office. . |@ NeW'Mi:crosofE.-Oféit'e...|‘@‘VIIRSA.d0c [Compati... | e zo0am
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Qick on execute.
Now you will get a screen with No violations found .

Check the below screen

g| _ziHeee LHRE 8008 AE @

Compliance Calibrator - Segregation OF Duties at TCode Level
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Risk Analysis— ROLE Level

To Logon to VIRSA Compliance Calibrator, the Tcode is/n/virsa/ zvrat

! K
SAP Compliance Calibrator by Virsa Systems

oo

shouse(BIn)

QEnterprise PottalER).

ministratar
) User Administrator
C:)__Bhs]rﬁ%fs_sfﬂ e55 Own
O Campliance

v Systern ADI {13 {001}
LClient oot
User ADITYA
Program MNIRSAZVRAT
Transaction MIRSADVRAT
Response Time 0.000
Interpretation Time 0.018
Round TripsiFlushes 100
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Select the Target System & Role then Qick on Execute.

SAP Compliance Calibrator by Virsa Systems - SODs / Risk Analysis

|E Simulate | [® Rule Architect ||, Mitigation | B alerts [ Management Reporis |@|
Analysis Type
@ UserBased
® User to =]
) User Group o
(1 RolefProfile Bazed
) Roles o B
O Prafiles to |

[] combined analysis

50D Risk Level
(1 Critical ) High ) Medium ) Low @ Al

ReportType
® 50D atTransaction Code Level ) 80D at Authorization Ghject Level
1 Critical Transactions () Critical Roles/Profiles
) Mitigating Controls
Risk o
Organizational Rule o

Q Exec Summary Report g» Summary Report ) Detail Report Business Yiew

u i
Dialog [ | Communication [ Systemn [ Service [] Reference [ All

Esclusions -
Locked Users Expired Users [ Mitigating Contrals Expired Roles

l b [AD1 1) (001) =] aditya | NS
Us'l:artl J a8 JI;-E‘SAPT iance C... _E':Compliance-ca'l‘bréw..\l 1] WIRSA - Microsoft ... |E Gﬁdé'ﬁ.docx»l\‘iicro...] ) E:|Documents and ..., ] R ozn
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—In Analysis Type, Under Role/Profile Based Select the Roles and Mention the Role name
—In SOD Risk Level, select the option level ALL

—>Select the Report Type which you want to perform, Here we are using SOD at Authorization Object
Level

—>Select the Report Format
—>Select the User Type .

Check the below Screen Shot

SAP Compliance Calibrator by Virsa Systems - SODs / Risk Analysis
|§ Simulate |||H Rule Architect | gy, Mitigation || Aletts ||I{| Management Reports |@I§I
lEcee 6]

(3 UserBased

(O Lser 1o ﬁ
1 User Group o B

@ Role/Profile Based
@ Roles Z:ADITYA_BC_USER_.. to

1 Profiles to
] combined analysis

50D Risk Level
o Critical 1 High 1 Medium 0 Low @ Al

ReportType
3 BOD at Transaction Code Level @ 50D at Authorization Object Level
() Critical Transactions () Critical RolesiProfiles
) Mitigating Controls

Risk 1o
Organizational Rule to

Report Format .~
() BExec Surnmary Repot @ Summary Report () Detail Report Business Yiew

[] comrmunication [ | System [ Serice [] Reference [ All

Exclusions
Locked Users Expired Users [ Mitigating Contrals Expired Rales
I [ [ ADI ¢y 001 P2l aditya | (NS
ﬁStartl | @ & J sAP Compliance Calib... [ change Roles | 91 YIRSA - Microsoft Word | 9] Mew Micrasoft OFfice Wia. . | I W B2 10:56FM
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Qlick on Bxecute.
After executing you will get all the levels of Rsksi.e., High, Medium, Low and critical.
Qick on Technical View.

Check the below screen

G R - A e I e B S g e R
Compliance Calibrator-Segregation Of Duties at Object Level

Detail Report || Technical Yiew

Technical Wiew (Shiﬂ+F6)I

Role : ZADITYA_BC_USER_ADMIN -BC USER ADMIHISTRATION

Conflicting Transactions Risk Description Level Business Process Mitigating Control Monitor

Delete Clisnt { SCC5 ) and . . . ) == )

User Maintenance ( SU01 1 BO1104701: Security Administration & Client Administration High  Basis

Delete Cliert { SCCS5 ) and .

Uiser Mass Mantensrce (SLAQ ) BOT104501: Security Administration & Client Administration High  Basis

]

| L [ADI (13 (0013 aditya | INS &
& Startl | & & | |IES compliance calibrato... Change Roles | E¥1 YIRSA - Microsaft Word | E¥] News Microsaft Office Wo... | % 1100Fm
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By seeing the level of the risk we need to remove the risk or we need to mitigate the risk.
Then Qick on the Role Name.

Check the below Screen shot.

O ]| @
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gl 10 @@ Sl® v

by Complex Selection Criteria

ER ADMINISTRATION
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Again Double click on the Role name.

By Double clicking the role name you will get PFOG Screen directly where you can remove the conflicts.

Check the below screens for removing the Tcodes from the role .

Change Roles

D & oterroe | & | @

Rale ZIADITYA_BC_USER_KDMIN
Description BC USER ADMINISTRATION

1|7 P E_ Transaction .-_; Repart =
2 {4 Rale menu T ie o
@ Mo destination

@ S0 - User Mass Maintenance ; e
2 SUIM - User Infarmation System Distribute

1) 5U53 - Evaluate Authorization Check
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After removing the Tcode from the role goto Authorization tab and go for Expert Mode for Profile
Generation.

Check the below screen shot .

Change Roles

% | H

Role 2 el S R

Description BC USER ADMINISTRATION

@ Authorizations

ta L =
ProfileTet  Prafile for rale.

Status Frofile comparison required

E0AZ

Exper Mode far Profile Generation
|Profile Generator expert mude|

|[EChange Roles 5] vIRA - mierosaft wiord | 5] ew Miercseft e we... | WEL I

2sw]|0
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Then go with Read Old Satus and Merge with New Data option and click Nike.

Check the below screen

Change Roles

P 6 oterroe | & | H

Etl Expert Mode for Profile Generation
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Then generate the role and do the User Comparison .

Check the below screens

Authorizations  Edit  Goto  Utilities E ment

BAH B 8
Change role: Authorizations
alllal | Selection criteria Wanually | | Open Mew | B] Changed | 1 Maintained || Organizational levels.. Information

Maint.: Generate (Shiﬂ+F5)L levels 0 open fields, Status: Unchanged L=
-
Z:ADITYA_BC_USER_ADMIN ©O@ BC USER ADMINISTRATION M
8 OO@ Standard 01d Cross-application Authorization Objects AOAE
0 OC@ Maintained 01d Basis: Rdministration BC_A
8 Maintained 01d Basis - Central Functions BC_Z
8 OC@ Standard  01d  Human Resources HR
B
[l |[«][]
|& Mo oo, levels available D [a0icy oty =l adita | NS .

@y Startl | & & ||l change role: authoriz.. 5] VIRSA - Microscft word | B9t pew Microscft Office Wo... % 11:16rm
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Now go back to the Analysis Type, Under Role/ Profile Based Select the Role and Mention the Role name.

Check the below screen

| I 1K D0,
SAP Compliance Calibrator by Virsa Systems - SODs / Risk Analysis
|| P55 simuiste | |[= Rule Architect || gy Mitigation | B Alerts |18 Management Reports | e @)
.

(3 UserBased
O User to '
) UserGroup o B
®{_RoleiPiofis Based]
& Roles Z:ADITYA_BG_USER_.. to B

) Profiles tn
] combined analysis

50D Risk Level
() Critical ) High ) Medium ) Lowe @ Al

ReportType
() 80D atTransaction Code Level @ 50D at Authorization Object Level
() Critical Transactions () Critical RolesiProfiles
) Mitigating Controls

Risk ta B
Organizational Rule to ﬁ

ReportFarmat
() BExec Surnmary Repot @ Summary Report () Detail Report Business Yiew

UserType .~
Dialog  [] Communication [ | System [ Service [] Reference [ All

Exclusions -
Locked Users Expired Users [ Mitigating Contrals Expired Roles

L U [aDic) oty b aiya | s
UStartl J a8 J I-E SAP Compliance Calib... 1] YIRSA - Micrasaft Word | 5] Mew Micrasaft Office W,
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Qick on execute.

Now you will get a screen with No violations found .

Check the below screen

| G ] | &)

Compliance Calirator-Segregation Of Duties at Obect Level
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Smulation:
By using this option we can able to identify the risk information before adding the Tcode to Role or User.

EX If Businessis asking you to add 1 particular Tcode to the existing Role then we can get the risk
information by putting the Role name & Tcode information under Smulate option and click on Smulate
Button, then system will show the Risk Analysisinformation without adding a Tcode to Role.

Sepsfor Smulation at User Level

To Logon to VIRSA Compliance Calibrator, the Tcode is/n/virsa/ zvrat
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SAP Compliance Calibrator by Virsa Systems

9%

¥ Systern ADI {13 {001}
Client oot
User ADITYA
Brogram MIRSAITVRAT
Transaction MNIRSAZVRAT
Response Time 0.000

Interpretation Time 0.018

Round TripsiFlushes 100
1

Select the Target System & Role then Qick on Execute.
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X [

SAP Compliance Calibrator by Virsa Systems - SODs / Risk Analysis

|E Simulate | [® Rule Architect | g, Mitigation |E alerts | |[Jfy Managemert Reports | @‘

Analysis Type
@ LUserBased
(] User
) User Group
(1 RolefProfile Bazed
) Roles
1 Frofiles
[] combined analysis

500 Risk Level
() Critical ) High
ReportType
® 50D atTransaction Code Level
() Critical Transactions
) Mitigating Controls

Risk

Organizational Rule

Report Farmat
Q Exec Summary Report g» Summary Report

UseiTye
Dialog

[] Communication  [| System

Exclusions -
Expired Users

) Medium

[ Mitigating Contrals

to i B
el

s B
1o =)
) Low @ Al

) 80D at Authorization Ghject Level
() Critical Roles/Profiles

1o
o

) Detail Report Business View

[] Serice

[l Reference [ ] All

Expired Roles

Lacked Users

b fADI( (0

b2 adtya | NS

Us'tartl J a8

JI;-E‘SAW

e .. _E':Compliance-ca'l‘bréw..\l 1] WIRSA - Microsoft ... |E GRS, 3.docx - IViicro...I () E:\Documents and S... ] H e 70zem
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Now give the User name and Qick on Smulate Tab.

SAP Compliance Calibrator by Virsa Systems - SODs / Risk Analysis

@. Simulate |||H Rule Architect || g, Mitigation | B alerts | |[Jfi Management Reports |@|

Analysis Type | Simulate (Cirl+F1)

@ LUserBased
® User LISER3 to =
) User Group o

() Role/Profile Based

) Roles o B
O Prafiles to |

[] combined analysis

50D Risk Level
(1 Critical ) High ) Medium ) Low @ Al

ReportType
® 50D atTransaction Code Level ) 80D at Authorization Ghject Level
1 Critical Transactions () Critical Roles/Profiles
) Mitigating Controls
Risk o
Organizational Rule o

Report Format
Q Exec Summary Report Q Summary Report @ Detail Report Business Yiew

User %
Dialog [ | Communication [ Systemn [ Service [] Reference [ All

Esclusions -
Locked Users Expired Users [ Mitigating Contrals Expired Roles

Us'tartl J a8 J I;-E‘SAPT iance Calib... BDlsplay Rales | 511 New Microsoft Office Wo... | _@'GRCS&C{HDCX - Microsoft. . I ] DR z2eam
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Here Under the Smulation Values give the Transaction which you want to add.
Note: Leave the Remote System Details as blank.
And check Rsksfrom Smulation Only.

Then click on Execute.

@ @ JR=] HE @
SAP Compliance Calibrator by Virsa Systems - SODs / Risk Analysis
@|E Simulate | [® Rule Architect ||, Mitigation | B alerts [ Management Reporis |@H§!

User Based
@ Liser
1 User Group
RolefProfile Based
) Roles
1 Profiles
[] Comhbined analysis

Remaote System Details
Remote System

I Simulation Values
@ Transaction
) Raole to
(1 Profile o

[ Exclude Yalues

isks from Simulation Only;

(.:). éritical ' @ |

[ |
Report Type. |E |_. Background |
@ 50D at Transaction Code '-{Execute (Fay ) S0D at Authorization Object Level
) Critical Transactions ) Critical RolesiProfiles

) Mitigating Controls

Risk to

Organizational Rule

Report Formal
7 Bxec Summary Report

> Summary Report @& Detail Report Business Yiew

Dialog [ | Communication [ | Systemn [ Service ] Reference [ All

Exelusions

Locked Users Expired Users [T Mitigating Contrals Expired Rales
I [ fADI (13 001y Pl aditya | INS
wstartl | & & || IE5 sap compliance Calib... [ Display Rales | 5] Mew Micrasaft Office W, | 4] GRCS. 3. doc - Microsoft... | | WIS 2esam
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JH o CHE DO BE &M

Compliance Calibrator - Segregation Of Duties at TCode Level

EI

Summary Report | Exec Summary Report | Technical Yiew

User Id ; USER3 (USER3) User Group :

Rizk Description Level Transaction Role Description Mitigating Control Monitor System Id

BO11016: Security Administration & Client Administration High  Client Administration (SCC4) ZADITYA_BC_CLIENT_ADMIN: BC CLIENT ADMIMISTRATION

BO1101E: Security Adminiztration & Client Administration High — User Mairtenance (SU011  Simulation:

B011017: Security Administration & Client Administration High  Delete Client (SCCS) ZADITYA_BC_CLIENT_ADMIN: BC CLIENT ADMIMSTRATION

BO011017: Security Administrstion & Client Administration High — User Maintenance (SUD1)  Simulstion:
| i [ADI(1)(DU1) aditya | INS &
& Startl | & & | |IES compliance calibrato... Display Roles | E91] New Microsaft Office Wa... | £ GRICS. 3, docx - Microsaft. ., | | WIS 2esam

Here the value which we have used is SJ01 to the user and its showingthe risk in High Level.
S thisdarifies the value which we have used shouldn't be assigned to the user.

But if the businesswants to allow thisrisk to the user we can do it by using Mitigation Control Option.
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Stepsfor Smulation at Role Level
To Logon to VIRSA Compliance Calibrator, the Tcode is/n/virsa/ zvrat

SAP Compliance Calibrator by Virsa Systems

®

¥ Systern ADI {13 {001}
Client oot
User ADITYA
Brogram MIRSAITVRAT
Transaction MNIRSAZVRAT
Response Time 0.000

Interpretation Time 0.018
Round TripsiFlushes 100
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Select the Target System & Role then Qick on Execute.

SAP Compliance Calibrator by Virsa Systems - SODs / Risk Analysis
|E Simulate |||H Rule Architec_t”ﬂ_, Mitigation || Alerts ||I;|:| Management Reports |@|

Analysis Type
@ LUserBased
® User to =]
) User Group o
(1 RolefProfile Bazed
) Roles o B
O Prafiles to |

[] combined analysis

50D Risk Level
(1 Critical ) High ) Medium ) Low @ Al

ReportType
® 50D atTransaction Code Level ) 80D at Authorization Ghject Level
1 Critical Transactions () Critical Roles/Profiles
) Mitigating Controls
Risk o
Organizational Rule o

ReportFormat
Q Exec Summary Report g» Summary Report ) Detail Report Business Yiew

jalog  [] Communication [ ] System [ Service [] Reference [ All

Esclusions -
Locked Users Expired Users [ Mitigating Contrals Expired Roles

l D [ ADI (1) (001) P2l aditya | NS
US'l:artl J a8 JI;-E‘SAN" jance C... _E’:Compliance-.ca'l‘brém..\l 1] WIRSA - Microsoft ... |E Gﬁdé'ﬁ.docx»l\‘iicro...] () E:\Documents and 5... ] (WE L
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Now give the Role name and Gick on Smulate Tab.

SAP Compliance Calibrator by Virsa Systems - SODs / Risk Analysis
m“ﬁ Rule Architect || g, Mitigation | B alerts | |[Jfi Management Reports |@|

Analysis Type | Simulate (Cirl+F1)

(1 UserBased
) User to .
) User Group o

i@ RolefProfile Based
@ Roles Z:ADITYA_BC_CLIEN. fo (=]
O Profles o
[] combined analysis

50D Risk Level
(1 Critical ) High ) Medium ) Low @ Al

ReportType
® 50D atTransaction Code Level ) 80D at Authorization Ghject Level
1 Critical Transactions () Critical Roles/Profiles
) Mitigating Controls
Risk o
Organizational Rule o

ReportFormat
Q Exec Summary Report Q Summary Report @ Detail Report Business Yiew

jalog  [] Communication [ ] System [ Service [] Reference [ All

Esclusions -
Locked Users Expired Users [ Mitigating Contrals Expired Roles
Us'l:artl J a8 J I;-E‘SAPT iance Calib... BDlsplay Roles | 511 Mew Microsoft Office Wo.., | _@'NeW'l\:'ﬁcrqsq.'ﬁt-dﬁiceWO... I
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Here Under the Smulation Values give the Transaction which you want to add.
Note: Leave the Remote System Details as blank.
And check Rsksfrom Smulation Only.

Then click on Execute.

2 2ldH @@ DHR D00 BFE @
SAP Compliance Calibrator by Virsa Systems - SODs / Risk Analysis

@|E Simulate | [® Rule Architect ||, Mitigation | B alerts [ Management Reporis |@H§!

User Based Remaote Systermn Details

() ioeip Remote System
1 User Group

® RoleiProfile Based

Simulation Values

@ kel @ Transaction E‘}
1 Profiles :_g

) Raole to

[] Comhbined analysis

[ Exclude Yalues Risks from Simulation Qnly
[] Include Composite Roles [ Include Users

50D Risk Level

) Critical @ |
[ |
Report Type. |E |_. Background |
@ 50D at Transaction Code '-{Execute (Fay ) S0D at Authorization Object Level
) Critical Transactions ) Critical RolesiProfiles

) Mitigating Controls

Risk to

Organizational Rule

Report Formal

> Bxec Summary Repot o Summary Report @& Detail Report Business Yiew

Dialog [ | Communication  [| System [] Serice

[7] Reference [ ] All

Exelusions

Locked Users Expired Users [T Mitigating Contrals Expired Rales
I [ fADI (13 001y Pl aditya | INS
wstartl J @ & J SAP [ iance Calib... 'Display Roles | 1] e Microscft Office Wa,, | B4 plew Microsoft Office Wo. . | | WIS 2asam
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Systern  Help

ald H (e DHEE oo EE G
Compliance Calibrator - Segregation Of Duties at TCode Level

Summary Report | Technical Yiew

Role : ZZADITYA_BC_CLIENT_ADMIH -BC CLIEHT ADMIHISTRATION

Risk Description Transaction Level Mitigating Control Monitor System Id

BO011016: Security Administration & Client Administration Client Administration (SCC4) High

BO11016: Security Administration & Client Sdministration User Maintenance (SUD1) High

BO14017: Security Administration & Client Administration Delete Client (SCC5) High

BO14017: Security Administration & Client Administration User Maintenance (SU01)  High

5]

| i [ADI(1)(DU1) aditya | INS o
& Startl | & & | |IES compliance calibrato... Display Roles | E91] New Microsaft Office Wa... | E¥] News Microsaft Office Wo... | | WIS 2asam

Here the value which we have used is 3J01 to the Role and its showing the risk in High Level.
S thisdarifies the value which we have used shouldn't be assigned to the Role.

But if the businesswants to allow thisrisk to the Role we can do it by using Mitigation Control Option.
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Mitigation:
Allowing the risk by using or creating the Mitigation Control ID's as per the Business.

You can use Mitigation Controlsto associate controls with the Rsk, and assign them to Users, Roles,
Profiles, or HRObjects.

Make individuals as Control Monitors or Approvers and then assign them to Controls.

Sepsfor Greating Mitigation

Here we are creating a Mitigation Control for the below Screen Shot.

e Calibrator  Uiliti
ald @ €a @ DEE 80O EE @ N
SAP Compliance Calibrator by Virsa Systems - SODs / Risk Analysis
[%% simulate | [® Ruls Architect | b Mitigation Alerts | |[IB Management Reports | dfz i@

1
:|An Execute (F8)

@ UserBased

em  Help

J[41[»]

@ User USER1 o

o User Group to
RolefProfile Based

) Roles to

1 Profiles to

[] Comhbined analysis

50D Risk Level

(1 Critical 1 High ) Medium ) Low @ Al
Report Type
() 80D at Transaction Code Level @ S0D at Authorization Object Level
() Critical Transactions () Critical RolesiProfiles
'+ Mitigating Controls
Risk to
Organizational Rule to
Report Format
" Exec Summary Report @ Summary Report () Detail Report Business View
User Type

Dialog [ | Communication  [| System [ Senice [l Reference [ ] All

Exclusions
Locked Users Expired Users [ Mitigating Contrals Expired Rales

N

| D | A0 o0ty P aditya | NS

& Startl | & & || IS sap compliance calib... Change Rales | B8] GRS, 3 docx - Micrasaft... | E51] Mew Micrasaft Offics wa.., | % 11:20rm
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Compliance Calibrator—Segregation Of Duties at Objecf Level

Clignt Administration (SCC4) and

User Maintsnance ( SU01 ] BO1101601; Security Administration & Client Administration  High

Delete Client (SCCS5) and

User Maintenance ¢ SUD1 3 BO01101701: Security Administration & Cliert Administration High  Basis
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Now come back to Virsa screen & Qick on Mitigation tab.

Check the below screen shot.

SAP Compliance Calibrator by Virsa Systems - SODs / Risk Analysis

|E Simulate ||[® Rule Architect | & .Mit\gatian” alerts | |[If Management Reports |@|

ETERTE Mitigation (Ctrl+Shift+F2)

@ LUserBased
LUser USER1 o =
) User Group o

() Role/Profile Based

) Roles o B
O Profles o [

[] combined analysis

500 Risk Level
(1 Critical ) High ) Medium ) Low @ Al
ort Type
() 50D atTransaction Code Level @ S0D at Authorization Ghject Level
1 Critical Transactions () Critical Roles/Profiles
) Mitigating Controls
Risk o

Organizational Rule o

Q Exec Summary Report g» Summary Report ) Detail Report Business Yiew

u i
Dialog [ | Communication [ Systemn [ Service [] Reference [ All

Esclusions -
Locked Users Expired Users [ Mitigating Contrals Expired Roles

Us'l:artl J a8 JI;-E‘SAPT jiance Calib... [ change Roles |_@\G'RC=5."3\docx~.- Microsoft.. |_@'NeW'l\:'ﬁcrqsq.'ﬁt-dﬁiceWO...I
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After cdlicking the Mitigation tab you will get the below screen.

Mitigating Control

Mitigating Control Library
Define Monitors and Approve Total Mumber of Mitigating Cortrols Mumber of Mitigated HR Ohjects
usiness Units Mumber of Expired Controls Mutmber of Mitigated Risks
itigating Contral Mumber of Mitigated Users Mutnber of High Level Mitigated Risks
Associated Risks Mumber of Mitigated Roles Mumber of Business Units
Mitigation Maonitars Mumber of Mitigated Profiles Mumber of Mitigating Monitors
Mitigated Users
5] Mitigated Roles
B Mitigated Profiles
Mitigated HR: Objects
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Here we have to create the Approvers, Monitors, Business Unit, Mitigating Control ID, Mitigated Users.
Check the below screen shot for the process.

STEP1:

In this Mitigation Screen we are going to create Approvers, Monitors.

Qick on Define Monitors and Approvers

Check the below screen shots.
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EE @0

3 Total Mumber of Mitigsting Controls Mutnber of Mtigated HR Objects
Business Units Mumber of Expired Controls Mutmber of Mitigated Risks
Mitigating Contral Mumber of Mitigated Users Mutnber of High Level Mitigated Risks
Associated Risks Mumber of Mitigsted Roles Mumber of Business Units
B Mitigation Monitors Mumber of Mitigated Profiles Mumber of Mitigating Monitors
Mitigated Users
5] Mitigated Roles
[E] Mitigated Profiles
Bl Mitigated HR Objects
Reparts
Liilities

UNDER THE GUIDANCE OF
RASHEED AHMED



PREPARED BY
ADITYA JOSYULA

Change View "Mitigating Monitors and Approvers"’: Overview

|

CpEE D El

o | | e e e

T 0

WL ] 4[]
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Qick on New Entries and mention the Monitor ID, Company Name, Email, Role.
Here in Role option we need to select either Approver or Monitor.

Here we are creating Approver & Monitor at atime.

After that click on Save.

Check the below Screen Shot.

I m

adityai@ogmail.com

|
m
N
B
i

m
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|
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STE2:

Business Unit is based upon Business Processes for Functions Identification. Here Business Unit IDisa
unique 1D which was picked by our own.

EXB100

Goto Business Units ->Qlick on Define-> Qick on New Entries.
->Give the Business ID, Description.

->(dick on Save.

Check the below screen shots

%

JH S SHE A DO0IBRE @ -

Mitigating Control
‘ General Inforrnation
Mitigating Control Library |
{Diefine Monitors and Appravel | | Total Mumber of Mitigating Cartrals il Murmber of Mtigated HR Objects 0
= = Business Units Mumber of Expired Controls a Mumber of Mitigated Risks o
Define Mumber of Mitigated Uszers u} Mutmber of High Level Mitigated Risks u}
Assion Approvers Number of Mitigated Roles o Mumber of Business Units 1}
Assign Monitors Mumber of Mitigated Profiles a Murmber of Mitigsting Monitors o
b [ Mitigating Control =l
B Associated Risks
Mitigation Monitars Mitiating Control by Risks Mitigating Control by Business Units
Mitigated Users = P
Mitigated Roles Business Process Total Business Unit Total
Mitinated Profiles
Mitigated HR Objects
B Reports
b [ Utilities
El El
[l ]l n[Eno)

[ b | A1 001y P2 aditya | NS y

5] Startl |G & | Mitigating Control i1 GRS, 3, dacx - Microsoft. ., | E91] New Microsaft Office Wa... % 11:52Fm
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FE @B

Change View "Business Uniils": Overview

|Mew Entries (F5)

U 5 1 1 1
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New Entries: Overview of Added Entries

Basis Functions
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Again Goto Business Units - Click on Assign Approvers—> Click on New Entries.

> Give the Business Unit ID and mention the Approver ID.

->(ick on Save.

Check the below screen shots

Mitigating Control

“eneral Information -

Mitigating Contral Library
Define Manitors and Approve
% (3 Businass Units
Define
[E] Assion Approvers
Assign Monitors
I [ mitinating Control
Associated Risks
Mitigation Monitors

Mitigated Users
Mitinated Roles
Mitinated Profiles
Mitigated HR Ohjects
> (1 Reports
B 0 Utilities

] I |1

e
Total Mumber of Mitigsting Controls a Mutnber of Mtigated HR Objects a
Mumber of Expired Controls a Mutmber of Mitigated Risks a
Humber of Mitigsted Users a Mumber of High Level Mtigated Risks a
Mumber of Mitigsted Roles o Mutmber of Business Units 1
Mumber of Mitigated Profiles o Mutnber of Mtigating Monitors o
Mitigating Control by Risks Mitigating Contral by Business Units -
£l ' =
Bzl =mtuiee okl | usiness Unit o0
i 1

[ [ ADI13 (0013 P2l aditya | INS

ﬁStartl J @ a8

J Mitigating Control

191 GRCS. 3.docx - Microsoft. .. | 5] Mew Micrasaft Office W,

W B2 11:59Fm
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< NewEntries (F8)
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3 onoan BDE @
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Again Goto Business Units > Click on Assign Monitors=> Click on New Entries.
> Give the Business Unit ID and mention the Monitor ID.
->Qick on Save.

Check the below screen shots

Mitigating Control

Mitigating Contral Library ) |
Define Manitors and Approve Total Mumber of Mitigating Cortrols Mumber of Mitigated HR Ohjects
= =3 Business Units Mumber of Expired Contrals Mumber of Mitigated Risks
Define Mumber of Mitigated Users Mutnber of High Level Mitigated Risks
Assign Appravers Mumber of Mitigated Roles Mumber of Business Units
2] Assion Monitors Mumber of Mtigated Profiles Mumber of Mtigating Monitors
[ 1 mitigating Cantrol - D ) N =
Associated Risks
MGt Monitors Mifigating Corirol by Risks. Miigaling Control by Business Unils
Mitinated Usars B = —— -
Mitigated Roles T e :
Witigated Profiles Sese Cee L
Mitigated HR Ohjects
b [ Reports
I (2 Utilities

oocooo
o= ooo

K| I [
[ [ ADI13 (0013 P2l aditya | INS

ﬁStartl |2 @ ||l mitigating Control 191 GRCS. 3.docx - Microsoft. .. | 5] Mew Micrasaft Office W, I BB % 12:05am
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3 onoan BDE @

UNDER THE GUIDANCE OF
RASHEED AHMED



PREPARED BY
ADITYA JOSYULA

STEP3:

Mitigating Controls is based upon Risk IDs for Identification. Here Mitigating Control ID is a
unique ID which was picked by our own.

EX:B200

Goto Mitigating Controls > Click on Create-> then fill the required details.

> Give the Mitigating Control ID, Description, Business Unit, Management Approver.
-> Add the Associated Risk ID & Monitor.

->Qick on Save.

Check the below screen shots.
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Mitigating Control

Mitigating Control Library
2l Define Manitars and Apprave Tatal Mumber of Mitigating Cortrols
Business Units . Mumber of Expired Contrals
! tigating Contral Mumber of Mitigated Users
Mumber of Mitigsted Roles

B DisplayiChange Humber of Mitigated Profiles
Associated Risks
= Mitigation Monitars
B Mitigated Users
B Mitigated Roles
Mitigated Profiles
Bl Mitigated HR Objects

Mutnber of Mtigated HR Objects
Mutmber of Mitigated Risks
Mumber of High Level Mtigated Risks
Mutmber of Business Units

oocooo
o= ooo

Mutnber of Mtigating Monitors

b 3 Utilties
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I
Create Mitigating Controi

Waintain Mitgating Contol
Mitigating Control Library Mitigating Control d B2oa
Define Manitors and Approve Description
[ [ Business Units
= {3 Mitigating Control
Greate
DigplayiChange
Associated Risks
Mitigation Monitors )
Witinatotidlenrs Business Unit. Basis Functions =
Mitigated Roles

Mitigation tor Userl

Mitigated Proflies Maﬂ_a_gem_e_m Approver ADITYA
Mitigated HR Objects o
[ 1 Reports Associated Risks
b [ utilities
|_|Riskid _ |Ri ripti
Eo11 ) :

() E—

| =l
ML T ][]

el O] |5 save || 38 Cancel | | Mitigate Users Mitigate Roles Mitigate Profiles HR Mitigation

b JaDiay oty Pl adita | NS

mgtarfl J @ a8 J FE‘Ejrggtg_{‘f_li!:_igal;iglg_ !_:i?q.;_.--=:;@.§.R'GS.§;docx—'Mi:cmsﬁf'tf-.‘ | _@-Néw-h’iicrosnﬁi:-.d/f:ﬁ:ca Wa.., Wﬂ&!'& 12315 AM
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o]

Create Mitigating Controi

Mitigating Control Library Mitigating Control d B2oa
Define Manitors and Approve Description Witigation tor Userd
[ [ Business Units
= 3 mitigating Contral
Greate
DigplayiChange
Associated Risks
Mitigation Manitors )
Mitigated Users Business Unit Basis Functions =
Mitigated Roles

Witigated Profles Maﬂ_a_gem_e_m Approver ADITYA
Mitigated HR Objects
[ [ Reports Monitors
b [ utilities
[ Monitors -

<l T« |l save || % cancel || Mitigate Users Mitigate Roles Mitigate Profiles HR: Mitigation
D [ADI(13 (001 P2 aditya | INS
mgtarfl J @ -3 JFE‘C}ggt_g_mi!:_igal;igg_ !_:i?q.;_.-.=:;@.§.R'GS.§;docx—'Mi:cmsﬁf'tf-.‘:_| 511 e Microsoft Office Wo... RS 1205am
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Then click on Save.

Create Mitigating Controi

 Maintain Mitigating Contral
Mitigating Contral Library Mitigating Contral Id \
Define Manitors and Approve Description
[ [ Business Units
= {3 Mitigating Control
Greate
DigplayiChange
Associated Risks
Mitigation Manitors )
Mitigated Users Business Unit )
Mitigated Roles

Mitigated Proflies Maﬂ_a_gem_e_m Approver
Mitigated HR Objects
> [ Reports Monitors
b [ utilities
[ Monitors -
| fhame

<l T« |l save || % cancel || Mitigate Users Mitigate Roles Mitigate Profiles HR: Mitigation
Mitigating Control Id - Saved D[ ADIGy 001 P2l aditya NS |
mgtarfl J @ -3 J FE‘Ejrg@t_e_Mi_tigagigg_ Con... @GRCS?EIDCX—MM&SQ&' _@.i’s‘iéyv.i\'ﬁcrosnﬁi:._d/f:ﬁ:ca Wa... Wﬂ&!s 12116 &M
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STEP4:
Mitigated Usersis used for assigning the Mitigating Control ID'sto the User to allow the Risk.

Goto Mitigated Users

|| General Information -
Mitigating Control Library i ;|
Define Manitors and Approve Total Mumber of Mitigating Cortrols a Mumber of Mitigated HR Ohjects o
B 0 Buginess Units Mumber of Expired Controls a Mumber of Mitigated Risks 1
3 D Mitigating Contral Mumber of Mitigated Uszers u} Mutmber of High Level Mitigated Risks 1
Associated Risks Mumber of Mitigated Roles a Murnber of Business Units 1
Mitigation Monitars Mumber of Mitigated Profiles a Murmber of Mitigsting Monitors 1 i
[ Miigated Uzers \ =l
[El Mitigated Roles
Mg aled Rrofles Mitigating Contral by Risks Miigating Control by Business Units
Mitigated HR Objects ] - =
b [ Reports s }m 1 ¥ = e
b (3 Utilities -
=l I
] 11 [E1
[ [ ADI ¢y 0013 P2l aditya | (NS
Ustartl J a8 J Mitigating Control ] GRCS, 3.doc - Microsoft. .. | 511 Mew Microsoft Office Wa., I W B2 12:07 am
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Qick on New Entries. Then give the Mitigating Control ID, User, Risk ID, Mitigation Validity & Monitor ID.
Here we need to give the Rsk ID-B011 Manually because the Rsk IDfor the both violationsisthe same.
Qick on Save.

Check the below screen shots.

Ee]

e

|

P

UNDER THE GUIDANCE OF
RASHEED AHMED



PREPARED BY
ADITYA JOSYULA

HE ODon BE @

Change View "Mitigating Conirol - Users": Overview

109.18.2813 29112013 ADDY Enable @&
+ - : d =

Y Y Y O

=l
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Now come back to Virsa screen and find out the Rsk to that User ID:USER1

In Analysis Type, Under User Based Select the User and Mention the User name

—In SOD Risk Level, select the option level ALL

—>Select the Report Type which you want to perform, Here we are using SOD at Transaction Code Level
—>Select the Report Format

—>Select the User Type .

—In Exclusions Tab, Check the Locked Users, Expired Users, Mitigating Controls, Expired Roles.

Check the below Screen Shot
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SAP Compliance Calibrator by Virsa Systems - SODs / Risk Analysis
% simulate | [BF Rule Architact || gy Mitigation || B alerts | [If Management Reports | e @
AllEyecute (FE)|

@ UserBased

@ User VISERT B
E

) User Group to

) RoleiProfile Based
) Raoles to .
) Profiles to =

[ Combined analysis

50D Risk Level -~
3 Critical 1 High ) Medium 1 Low @ Al
ReportType
@ BOD atTransaction Code Level 1 50D at Authorization Object Level
) Critical Transactions ) Critical RolesiProfiles
O Mitigating Controls
Risk to =]
Organizational Rule to E‘I
Report Format -

) Ewec Summary Repod @ Summary Report () Detail Report [ Business View

User Type
Dialog [ Communication [ System [] Sewice [] Reference [ All

Exclusions
Locked Users Expired Users Mitigating Controls Expired Rales

DI (1) 001) 1= adiva NS |/
‘@ New Micrasaft Office Wo. .. | 5] GRS, 3. docx - Microsoft, | | ExiDocuments and Settin. . I (WE L E =

ﬂf'tartl J @ a8

Qick on Bxecute
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3 | G [E] | @)

Compliance Calibrator - Segregation OF Duties at TCode Level

Now you won't find any Violations.
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GRC5.3 (Governance Risk Compliance)

Overview:

Being closely related concerns, governance, risk and compliance activities are increasingly being
integrated and aligned to some extent in order to avoid conflicts, wasteful overlaps and gaps. While
interpreted differently in various organizations, GRCtypically encompasses activities such as corporate
governance, enterprise risk management (ERM) and corporate compliance with applicable laws and
regulations.

Governance, risk, and compliance or GRCare increasingly recognized termsthat reflectsanew way in
which organizations are adopting an integrated approach to these aspects of their business

The following are the major advantages of GRC:

1. To increase Risk awareness and resulting in better decision making.
2. Improved visibility of risk, exposure across the organization.

3. Reduced risk of reaching segregation of dutiesviolations.

4. Smlified Compliance, minimise Audit time & Cost.

The Components of GRC5.3 are:

1. Access Control(AC)

2. Process Control (PO

3. Global Trade System(GTS

4. Environmental Health & Safety(BHS

5. Rsk Management (RM)
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Access Control:

With a built-in list of critical transactions and a matrix of segregation of duties conflicts, SAP GRC Access
Control lets you check if user or role maintenance introduces risks to your business. It also lets you
record the stepsyou take to mitigate those risks.

SAP GRC Access Control consists of the following modules:
Risk Analysis and Remediation (RAR)
Compliant User Provisioning (CUP)
Quperuser Privilege Management (SPM)

Enterprise Role Management (ERM)

Risk Analysisand Remediation (RAR)

Previoudly known as Compliance Calibrator, RARis the repository for definitions of segregation of duties
rules and critical transactions. Aswell as using the rulesto check if user and role administration activities
could introduce risks to your business, RARreports on the risks within the system —presentingthemin a
graphical format within a web browser.

Compliant User Provisioning (CUP)

CUP provides the workflow engine to drive compliant user and role maintenance processes within the
SAP environment. These processes are auditable and verifiable, with clear, configurable processes for
approval, SoD checking and provisioning.

Enterprise Role Management (ERM)

ERM rigorously applies naming conventions and validationsto role creation, reducing management
effort and the risk of segregation of duties violations. To use ERM you have to define structured working
methods.
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Superuser Privilege Management (SPM)

Previoudy known as Frefighter, SPM lets you assign ‘emergency user’ statusto normal support users,
giving them extended access for exceptional circumstances. A notification islinked to the use of this
extended access. And all activities are logged during its use to reduce the risk of unauthorised activities
taking place. M isone of the simplest Access Control componentsto deploy.

To Logon to GRC5.3 Access Control, below isthe link.

http:// adiHa:EOOOO/ webdynpro/ dispatcher/ sap.com/ grc~acappcomp/ AC

HostName
/2 User Management, SAP AG - Windows Internet Explorer =] x|
@‘: ) » [ http:faditya: 50000/ logon logonServietirediectURL =% 2 webdynpro% 2 dispatcher %2Fsap. com % 2Fgr % Eacappcomp% 2FAC =l # ]| [ Juive search o~
U 4 I User Management, SAP AG | | - B - s - 2 Page - (G Took -
|
Welcome
lussr + s sdmin
| Passwor 9 sssssses
®
SAP NetWeaver
©2002 2008 5AP AG Al Rights Resarved
-]
[pene [T [T B3] [ Trustedsites | Protected Mode: OFF [Rwow -
Srstart] | G B @ @ | ) New Microsoft Office Wo... | 1] GRC screen shots (@) [C... [ user 5. | | aedf | « LM [ 0:15Am
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SAP GRC Access Control - Windows Internet Explorer

¢ @ Z7saP GRC Access Control | |

- |37 http:/faditya: 50000 /webdynpro/dispatcher /sap. com/grc~acappcomp/AC

|| % | Juve sear

=l x|
0.

- B - i - 2 page - ) Took - 7

w GRC Access Control

D‘}?}‘j sk Analysis and Remediatio
=
dQ This component allows you to manage Segregation of Duties across your enterprise system. This
5 includes definition of SoD risks and mitigating controls, risk analysis, risk remedation, as wel as SoD
alerts and reports for auditors, IT and business process owners.

Compliant User Provisioning

This component provides compliant access provisioning across enterprise systems. This ncludes
access request self-service, approvals, compliance checks, proactive resolution of access controls,
and provisioning,

@ UNE User Login Errort

Welcome J2EE_ADMIN

£2

Help | About | Logoff

Enterprise Role Management

This component allows you to manage enlerprise roles with a single unified role repository. The
roles can be documented, designed, analyzed for control violations, approved, and then
automatically generated.

Superuser Priviege Management

This component allows you to enforce supsruser access controls in an SAP system. You can
define superusers and alert owners, log the account activity, and run comprehensive reports.

Srstart] | G B @ @ | ) New Microsoft Office Wio... | ] GRC screen shots (@) [C... | 2] How to find the Risk with... || @ SAP GRC Access Cont... | asdf «

[T [T Gl [ Trustedsites | Protected Mode: OFF [® 00w -

=
4

B [y 10:8am
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How to find the Risk with the User or Role using Risk Analysis and Remediation:
Hisk can be due to

i. whenever two different Tcodes come together that will be one risk or

ii. Two similar kind of functions come together that might be a risk.

Here, Functions are the combination of multiple Actions(nothing but Tcodes) or Permissions(nothing
but Authorizations).

Qick on Risk Analysis & Remediation
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SAP GRC Access Control - Windows Internet Explorer

\ =l x|
() ™ |27 hutp:faditya: 50000 webdynprofdspatcher/sap. comlgrc ~acappcomp/AC

0.
¢ @ Z7saP GRC Access Control | |

w GRC Access Control

Welcome J2EE_ADMIN Help | About | Logoff

Enterprise Role Management
% This component allows you to manage Segregation of Duties across your enterprise system. This This component allows you to manage enlerprise roles with a single unified role repository. The
5 includes definition of SoD risks and mitigating controls, risk analysis, risk remedation, as well as SoD roles can be documented, designed, analyzed for control violations, approved, and then
alerts and reports for auditors, IT and business process owners automatically generated.

(=7 Compliant User Provisioning -
@2

£
o

Supéruser Priviegs Wanagement
This component provides compliant access provisioning across enterprise systems. This ncludes

This component allows you to enforce supsruser access controls in an SAP system. You can
access request self-service, approvals, compliance checks, proactive resolution of access controls,
and provisioning,

define superusers and alert owners, log the account activity, and run comprehensive reports.

@ UNE User Login Errort

tip: /aditya: 50000 /webdynpro/dispatcher fsap. com/gre~ccappeomp/ComplianceCalibrator

[T [ [ [ [EJ[ [ Trustedsites | Protected Mode: OFf
Drstart] | 3 B @ @ | ) New Microsoft Office Wo.... | ] How to find the Risk with... |[ & SAP GRC Access Cont... | asdf

In a New window the below screen will be appeared.
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isk Analysis and Remediation - Windows Internet Explorer

=18ix]

f > |37 htip:/faditya: 50000 /webdynpro/dispatcher fsap.com/grc~ccappcomp /ComplianceCalibrator

% 4 T Risk Anslysis and Remediation

[=lil# ]| | [Live sea ol

T - ) - & - page - Ghros -

+ Users Analysis
+ Role Analysis
+ Comparisons
+ Alerts
+ Rules Library
+ Control Library

b Risk Analysis

» Audt Reports

b Security Reports

» Background Job

+ Risk Violations. Risk Violations

Monthrvear

System

Analysis Type

User Group

Wiolation Count by

Number of Users Analyzed

Total Number of Violations

Risk Violations by Process

Basis.

Finance

HR and Payroll
Materials Management
Procure to Pay

Order to Cash

072013 :

All

All -

Permission :

10
108,734

26%
22%

8%
25%
14%

6554

ELow

W Medium
[ High

B Critical

[T [ [T B3I [ Trustedsites | Protected Mode: OFF
S

Srstart] | G B @ @ | ) New Microsoft Office Wio.... | ] How to find the Risk with... | @ 547 GRC Access Control ... [ @ Risk Analysis and Re.. | asdf

Risk Analysis can be performed by

1. User Level

2. Pole Level

~iT~ g : el e < [4]
t—-/ Risk Analysis and Remediation Vielcome J2EE_ADMIN Help About Logoff .
Rule Archifect | Miigation | Alert Monitor | Configuration = -
- Wiew t View - Risk Violations Summary as of 24-Jul-2013

[H100% - 4
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Risk Analysis- Role Level

Qlick on the Informer tab, under Informer tab
=>(Go to Risk Analysis Option

=>(ick on User/Role Level and specify the required details as below screen.

/2 Risk Analysis and Remediation - Windows Internet Explorer =l
@: ~ [E7 hitp:faditya: 50000 webdynpro/dispatcher/sap. com/gr cccappcomp/ComplianceCalbrator =l # ]| [ Juive search P~
¢ 4 o Risk Analysis and Remediation | | - - e - hPage - () Took -
Sir Nathaanor [l
w SAP GRC Access Control ~
Risk Analysis and Remediation Welcome J2EE_ADMIN Hep) About £ogort ’
R AT ST | 5 N
MITETR e Avchitect | Wtigation | AlertMontor | Configuration (=
LIRS Risk Analysis - Role Level
+ Risk Violations
+ Users Analysis
e System: ADTYA =
+ Comparisons Role: Z ADITYA_CLENT_ADMINCT. to =
+ Alerts -
Profi ] ml
+ Rules Library O [ ] tor [ ]
» Control Library Risks by Process: All -
~ Risk Analysis i -
5 5
e Risk ID: [ = to &=
» Role Level Risk Level: All i
- HR Objects i
= [GoeaL 9l
iy R [erosal 3
- i Report Type:
» Audtt Reports
[Summary ] i
Vit B Report Format: Summary [*] More Options
3 Job
[Execute] [ Simulate | [ Background | | Search variant | [ Save Variant
pene [T [ [ [ G [ Trustedsites | Protected Mode: OFf [*100% ~ 4

Drstart| | G @ & | B NewMioosoft .. |@Hnwtﬂﬂndﬂ15m| @GRCmamsho...l @grmsk-miansa..l (& 5AP GRC Actes... | & misk Analysis . [ Change Roles | /| New Text Docu... | « SRy 12:15PM
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and dlick on execute.

After executing you will get all the levels of Rsksi.e., High, Medium, Low and critical.

Check the below screen

=)=l
=l # ]| [ Juive search 2
- B - i - 2 page - ) Took - 7

isk Analysis and Remediation - Windows Internet Explorer

- |37 htip:/faditya: 50000 /webdynpro/dispatcher fsap.com/grc~ccappcomp /ComplianceCalibrator

¢ 4 o Risk Analysis and Remediation | |

BowEmEn BY

SAP GRC Access Control g
Risk Analysis and Remediation 'Q
i Welcome J2EE_ADMIN Help About Logoff
MEZEER Rue Acchitect | Witgaton | Alert Monfor | Configuraion =)
~ Management View Role Analysis at Permission Level - Summary Report @ EB L DOER
+ Risk Violations Calacion Crilonn e aa Run Date/Time: 2013-10-07 12 15:41
SSRGS System: PRD Offine Analysis: No
* Role Analysis Role: Z:ADITYA_CLENT_ADMIN
B Risks by Process: Al
Risk Level Al
+ Alerts e
+ Rules Library Rule Set: GLOBAL
o Ly Report Type: Permission Level
lgnored Users: Locked and Expired

 Risk Analysis Exclude Mitigated Risk: Yes.
+ User Level
* Role Level Role: CLENT_ADMIN (Z:ADITY A_CLENT_ADMIN) System: ADTYA
- HR Objects -
sttt Conflicting Actions | Risk Deseription Level  Business Process
- WiC Client Administration (SCC4) and BO111BD01: Security Administration & Client Administration High Basis

G User Maintenance (SU0T)

b Security Reports Local Client Copy (SCCL} and BU111BI01: Securtty Administration & Client Administration High Basis

+ Backoround dob User Maintenance (SU01)

[pene [T [T Gl [ Trustedsites | Protected Mode: OFF [Rwow -

Drstart| | G @ & | B NewMioosoft .. |@__]Hnwtnﬂndﬂ15m| @]GRCmamsho...| @]grmsk-miansa..l (& 5AP GRC Actes... | & misk Analysis ... [ Change Roles | /| New Text Docu... | « SRy 12:15PM
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By seeing the level of the risk we need to remove the risk or we need to mitigate the risk.

—»To remove the risk click on the risk description then you will know the role name after that go to the
back end system and remove the risk from the role, below isthe screen of the role name

=18ix]

@‘j ) = [z ttp:faditya: 50000 /webdynpra disnatcher sap. comarcccappcamp/ComplianceCalibrator El#2 ] x| Juive search £
| | f - B - # - [} Page - (Ghrook -

/2 Risk Analysis and Remediation - Windows Internet Explorer

% 4 T Risk Anslysis and Remediation

BowEmEn BY -
SAP

SAP GRC Access Control g
Risk Analysis and Remediation 'Q
y Welcome J2EE_ADMIN Help About Logoff
M, o s | coraonon DD
~ Management View Role Analysis at Permission Level - Summary Report @ EB L DOER
* Risk Violations Selection Criteria - Hide Run Date/Time: 2013-10-07 12:15:41
SSRGS System: PRD Offine Analysis: No
* Role Analysis Role: Z:ADMYA_CLENT_ADMIN
e Risks by Process: Al
Risk Level All
* Alerts. Risk ID:
* Rules Library Rule Set. GLOBAL
« oeired Ly Report Type: Permission Level
Ignored Usears: Locked and Expired
 Risk Analysis Exclude Mitigated Risk: Yes.
+ User Level
e =ve Role: CLENT_ADMIN (Z:ADITY A_CLENT_ADMIN) System: ADTYA
+ HR Objects —— -
vt sl 2ved Conflicting Actions Risk Description Level  Business Process
= MiC Client Administration (SCC4) and B0111BD01: Security Administration & Client Administration High Basis
e User Maintenance (SU01)
P Security Reports Local Client Copy (SCCL) and B01118101: Security Administration & Client Administration High Basis.
+ Backoround dob User Maintenance (SU01)

E3|
[pene [T [T Gl [ Trustedsites | Protected Mode: OFF [Rwow -
Drstart| | G @ & | B NewMioosoft .. |@]Hnwtﬂﬁndﬂ15m| @]GRCmamsho...| @]grmsk-miansn..l (& 5AP GRC Actes... | & misk Analysis ... [ Change Roles | /| New Text Docu... | « SRy 12:16PM
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After going to the backend system remove one confliction actions (Tcodes) from the role.

Here confliction actions are S04 and SJ01 & S0CLand UO1.

Then Goto PFOG and mention the role name and remove the Toodes from the role .

Check the below screens for removing the Tcodes from the role.

[E Role Edit Goto Utilities(M)  System

& B IC@e@ SHE DDoOS HE @B

Change Roles
Sﬁi Q‘]‘cher role :é»

Role
Role Z:ADITYA CLIENT ADMIN
Description .CLIENT_ADMIN
.@Descripmn O Menu ] .E]Authorimt\nns .E] User MiniApps I Personaltmn

@@~ |&[s|66E:E -

[Dlﬂl Transaction |||§ Report |||ﬂ
‘L:J & Authorization Default

~ 3 Role menu
~ 3 TCODES
+ & SCCL - Local Client Copy
* {5 sce4 - Clent Administration

[
2 IL@ SUD1 - User Mamtenan:tﬂ

Drstart] | G @ @ | ) NewMiosoft .. | 6] How to find the

Delets node g
Dest.

@ Mo destination

38 Distribute

Copy menus

‘Q’ From SAP Menu ‘
o From other role

t% From area menu

Qj)} Import from file

| Additional activities

‘%E Transkte Node -

> PRD (1) 001 = | ADITYA INS

| iEJGRCscrEEnsho...l @Jgrmsk-miansn..l (& SAP GRC Actes... | (&8 Risk Analysis an.... |I Change Roles | New Text Docu... |« S 12:07PM
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After removing the Tcode from the role goto Authorization tab and go for BExpert Mode for Profile
Generation.

Check the below screen shot

[E Role Edit Goto Utlities(M) System Help w

& B IC@@ SHE DDLOS BE @B
Change Roles
Sﬁi%‘ft}tharmle EG’

Role
Role Z:ADITYA ADMIN USER
Description USER ADMIN

X Description @ Menu ,flﬁuﬁ!mﬁms | & User | MiniApps - &l Personalization

Created by Last Changed On/By |
User ADITYA User ADITYA ]

Date 29.07.2013 Date 29.07.2013

Time 00:53:41 Time 01:17:23

Infarmation About Authorization Profile

profle Name  T-PD730005 ﬁ|

Profie Text  |Profil for role Z:ADTTYA_ADMIN_USER
Status Authorzation profile is generated

Maintain Authorization Data and Generate Profiles

@ Change Authorization Data

= Gl
LB(part Mode for Profile Generation
Profile Generator expert mode

> PRD (1) 001 ¥ | ADITYA INS

{ostart| | G @ @ | W) New Morosoft .. |@Hnwtﬂﬁndﬂ'\aml iEJGRCscrEEnsho...l @Jgrmsk-miansn..l (& 5AP GRC Actes... I ;éstkAnalyysan...l %) 54 Logon 720 |c|.a..gendes [« TR 11:54am
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Then go with Read Old Satus and Merge with New Data option and click Nike.

Check the below screen

[ Role Edit Goto Utiities(M) System Help

& FqEH @@ CSHE 2DOoD I ER @m

Change Roles

W E‘]’chermle DE’

| Rale
Role Z:ADITYA CLIENT ADMIN
Description CLIENT_AD_MIN

[E Define Maintenance Type x

:What action do you want to execute? i
() Delete and recreate profie and authorizations
() Edit old status

(#)Read old status and merge with new data

If the role menu has changed, then 'merge’ is correct

%]

’ s = Execute (Enter)}
Profile Text CLIENT_ADMIN B
Status Authorization profile is generated

Maintain Authorization Data and Generate Profiles
@ Change Authorization Data

Expert Mode for Profie Generation

(# Data was saved > PRD (1) 001 = | ADITYA INS

Drstart] | G B @ @ | ) NewMicrosoft ... | 6] How to find the ... | 1] GRC screen sho... | 1] grerisk - Microso.... | @ 5AP GRC Actes... | @ Risk Analysisan... |[IE Change Roles | MewTextDoau... [« (@S 12:13M
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Then generate the role and do the User Comparison .

Check the below screens

[ Authorzations Edt Goto  Utiities(M) Envronment System  Help w

™ ol —
@] FiBe@e BHE DUOHD EE OB
Change role: Authorizations
iczl il @ i} Selemnn criteria Manualhf @Open E@Changed | Maintained Organizational levels... I nformation
Main.: Generate (Shift+FS5),  1.ye1s 0 open fields, Status: Unchanged S
2:ADITYA CLIENT ADMIN OO@ CLIENT_ADMIN

1 OO@ Standard Cross-application Ruthorization Objects ARRB

1 OO@ Maintained Basis: Administration BC A

E OO@ Maintained Basis - Development Environment BC C

-

4 0
Ho org. levels avaiable @ PRD(1)001 ™ | ADITYA | NS

Drstart] | G B @ @ | ) NewMirosoft ... | 6] How to find the ... | 1] GRC screen sho... | 1] grerisk - Microso.... | @ 5AP GRC Actes... | @ Risk Analysisan... || Change role: A, | ewTextDorw... [« (@S 12:13PM
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[ Role Edit Goto Utiities(M) System Help

& | -4 cCe@ CHR Do EE o

Change Roles
W Q‘]‘Dther role DE’

[= Compare Role User Master Record

| Complete adjustment |

| Last comparison |

[User ADITYA | User |apITYA |
Date lo7.10.2003 | Date [a7.10.2013 |
Time [12:13:45 | Time [12:13:45 |

| Infarmation for user master comparison

Status  USer master record compared

EE Complete comparison ” Information I

5 User master comparison  (Enter)

> PRD (1) 001 = | ADITYA INS

Drstart| | G @ & | B NewMioosoft .. |@chtnﬂndﬂ15m| @:;Rc;uaensm...| @gwm-miansn..l (& 5AP GRC Actes... | ?Rjdaknalys‘san..."dmﬂglﬁ | New Text Docu.. |[<« {7 @B() 12:20PM

UNDER THE GUIDANCE OF
RASHEED AHMED



PREPARED BY
ADITYA JOSYULA

Now go back to the Risk Analysis - Fole Level and mention the role name which was removed in back
end system .

Check the below screen

/2 Risk Analysis and Remediation - Windows Internet Explorer _i@ x|
@: - |37 http://aditya: 50000/webdynpro/dispatcher fsap.com/grcrccappeomp/ComplianceCalibratar =l = |L!_.E Search o~
¢ ¢z Risk Analysis and Remediation | | 2 - B - = - [hPage ~ (G Tools -
i‘h'ﬁ EmED BY ]
w SAP GRC Access Control =
Risk Analysis and Remediation Welcome J2EE_ADMIN Help About Logoff ’
AT, oo | win s | conspin E
B Risk Analysis - Role Level
» Risk Violations
+ Users Analysis
e System: ADTYA =
+ Comparisons Role: ZADITYA_CLENT_ADMINCT, to (i
+ Alerts &
Profi ] ml
L ot \ B ol a]
* Control Library Risks by Process: * Al -
~ Risk Analysis .‘ .
= .
« User Level Risk ID: [ = to o=
» Role Level Risk Level: All i
+ HR Objects. i
: (T — -
- Organizationaltevel | e Set [olopaL
G Repert Type:
» Audtt Reports
Secy [Summary ] More Opf
v S Report Format: Summary ﬂ More Options
3 Job
[Execute] [ Simulate | [ Background | | Search variant | [ Save Variant

| [T [T Gl [ Trustedsites | Protected Mode: OFF [Rwow -
Drstart| | G @ & | B NewMioosoft .. |@chtnﬂndﬂ15m| @Gﬁcwaeﬂﬂm...l @gwmsk-miansn..l (& 5AP GRC Actes... | & misk Analysis ... Change'RmesPu.l /| New Text Docu... | « SRy 12:24PM
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Qick on execute.
Now you will get a screen with No violations found .

Check the below screen

/2 Risk Analysis and Remediation - Windows Internet Explorer =] x|
() = 7 it/ faditya:50000 webymprofdspatcherfsap, comiarcceappeamp ConplanceCalbratar 4| x| [Live Search (2l
¢ ¢z Risk Analysis and Remediation | | - B - dmh - b page - (G Took + 7
H.w EmED BY ;
w SAP GRC Access Control ol
R15k AnalySIs and RemEdlat’cn Welcome J2EE_ADMIN Help About Logoff ‘
informer [T ¥.0L - o e
~ Wanagement View Role Analysis atF Level - y Report e = P |
+ Risk Violations Colbction Criterin) —tis Run DaterTime: 2013-10-07 12 2528
System: PRD Offine Analysis: No
Role: Z:ADMYA_CLENT_ADMIN
Risks by Process: Al
Risk Level: All
Risk ID:
Rule Set: GLOBAL
Report Type: Permission Level

lgnored Users: Locked and Expired
Exclude Mitigated Risk: Yes.

Rolie: CLENT_ADMIN (Z:ADITYA_CLIENT_ADMIN) System: ADTYA

- HR Objects
- Orgmizstoaliol | ComicingActions [ makpeseripion el musinessprocess

= MiC No Vielations Found

E3]
| [T [T Gl [ Trustedsites | Protected Mode: OFF [®100% -
Drstart| | 2 M @ @ | ] NewMoosoft... | ] How to find the ... | 1] GRC screen sho... | ] grerisk - Microso...| @ 5aP GRC Acces... |[ Risk Analysis . J Change RolesP... | | New TextDoau... |[« (l@SL 12:28PM

UNDER THE GUIDANCE OF
RASHEED AHMED



PREPARED BY
ADITYA JOSYULA

Risk Analysis- User Level
Qick on the Informer tab, under Informer tab
=>Goto Risk Analysis Option

=>(ick on User Level asbelow screen.

/2 Risk Analysis and Remediation - Windows Internet Explorer 18] x|
m - IE? hitp: /faditya: 50000 /webdynpro dispatcher fsap. com/grc~ceappcomp/ComplianceCalibrator j 5‘1‘: A ILi‘.'e Search Y '
W 7 Risk Analysis and Remediation | | @ B - @ - b Page v .Q Tools »
w[ ERED BY E
SAP GRC Access Control -%m;vf
Risk Analysis and Remediation Wekcome J2EE_ ADMIN Help About Logoff Q ]
P P
ie Arohlsct | iaton At fonior | Configralon L[
Ml il Risk Analysis - User Level
Risk Violations
+ Users Analysis
r’fs System © ADTYA [+
+ Role Analyzis
+ Comparisons User: [usERt | iy
+ Alerts —
User Group: ‘ ] to: [ Hj‘:ﬁ)
* Rules Library & g
+ Control Library Custom Group: \ [ to: | f“i)
 Risk Analysis .
e, —=
* RoleLevel Rk D: \ B ol El=
+ HR Objects
ik Levet a ]
» Organizational Level Pk Level L n
e, Rule Set GLOBAL 98
b Audt Reports
i Report Type: Permission Level __[7]
b Background Job Report Format summary [+ More Options
| Execute\ | S\mulﬁte\ | Backgruund\ | Search Variant\ | Save Variant
B

| [T 1 T T @I [ Trustedsites | Protected Mace: OFF ESTTE
Drstart| | %W @ @ | 6w vioosoftOffce ... | 5] NewMirosoft OFie ... | 580 GRC Access Contl. | @ Risk Analysis and Re... [ Change RoesPRO(Y) | 7 MewTestDocument-N. [[« TIICD) 1z:35pm
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Qick on execute.

After executing you will get all the levels of Rsksi.e., High, Medium, Low and critical.

Check the below screen

isk Analysis and Remediation - Windows Internet Explorer -8 x|
@7‘_: ~ [z http:/faditya:50000 webdynprofdispatcher/ap. com/arc~ccappcomp/ComplianceCalirator El#2 ] x| Juive search £
¢ 4 o Risk Analysis and Remediation | | - - dm - b Page + {0 Took ~
TI ALY =
w SAP GRC Access Control —."i"“"..w
Risk Analysis and Remediation Wielcome J2EE_ADMIN Help About Logeff .
M Rule Architect | Nifigation | Alert| i =
= Ep T e e g =
Management View User Analysis atF Level - y Report Q@ B L DR
+ Risk Violations Colaction Criloria. _tide Run Date/Time: 2013-10-07 12:36:35
LR S System: PRD User Type: Dialog
* Role Analysis User: USER1 Ignored Users: Locked and Expired
iy e S User Group: Exclude Miigated Risk: Yes
Custom Group Offine Analysis: Ho
* Alerts Risks by Process: All
+ Rules Library Risk Level Al
+ Control Library Risk ID:
Rule Set: GLOBAL
~ Risk Analysis Report Type: Permission Level
= User vel
R L User: USER1 (USERT) User Group: System: ADTYA
+ HR Objects : : — R oW
» Organizational Level Ze LT | D ﬁ;“"“‘ m"
. WiC Client Administration (SCC4) and BO111BD01: Security Administration & Client Administration High Basis
b Audt Raports User Maintenance (SU01)
b Security Reports Local Client Copy (SCCL) and BO111BI01: Securtty Administration & Client Administration High Basis
P acty e ety User Maintenance (SU0T)

[pene [T [T B3] [ Trustedsites | Protected Mode: OFF [Rwow -
Drstart| | G Mm@ & | ) New Miosoft Office W... | £ New Microsoft Office W... | (& 5P GRC Access Comm\..‘l & Risk Analysis and Re... [ Chanae Roles PRD (1) | | Mew Text Document -M... | « Sy 12:38PM
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By seeing the level of the risk we need to remove the risk or we need to mitigate the risk.

—»To remove the risk Go to backend system and Goto SJ01 and mention the user name and select the
role tab and check the role and copy the role names and goto PFOG and mention the role name and
remove the Conflicting Actions here confliction actions are 30C4 and U01 . Check the below screens

[& ysers Edit Goto [nformetion Envronment System  Help w

& FdEHIC@@ SHE o0 HE @B

User Maintenance: Initial Screen
I R =

User I j
Alas
[>  PRD (2) 001 ™ | ADITYA INS
Jrstart| | homm @ & | &) NewMicrosoft .. |@Naw Microsoft .. |@]GRC screen sho...l & 58P GRC Ac{es”.l (& Risk Analysis an... | [ change Roles |! User Mainten.. | asdf |« TRy 12:53PM
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Qick on change and copy the role name

Check the below screen

[& ysers Edit Goto [nformetion Envronment System  Help

& B IC@e@ SHE DDoOS HE @B
Maintain User
7 &
User TUSER1
Last Changed On | USERL |29.07.2013/02:03:09 Status  |Saved
Address |“Logon data | SNC | Defauls | Parameters /‘Roles | Profiles [0[=]

‘.@ ? B[4 Role [/ Role

Reference user for additional rights

Role Assignments
5.. Role T¥... | Vald From | Vald to Name m
© B
5] l'_Z:ADITYAﬁEIEN‘J‘fASHIN ) 29.07.2013 31.12.9999 CLIENT_ADMIN =
-
L L

e I+ PRD (2) 001 ™ | ADITYA  INS

Srstart] | G @ @ | E)NewMicrosoft ... | 0] New Mirosoft ... | 1] GRC screen sho... | @ 5aP GRC Acces... | @ Risk Analysis an... | [ change Roles |[[ Maintamuser |, asdf « B 12:54PM
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Then Goto PFOG and mention the role name and remove the Toodes from the role .

Check the below screens

[E Role Edit Goto Utlities(M) System Help w
& B IC@e@ SHE DDoOS HE @B
Change Roles
W Q‘]’chermle DE’

| Role
Role Z:ADITYA CLIENT ADMIN
Description CLIENT_ADMIN

.@;-D-mcr.ip.tbn O Menu }“.Authoriﬁt.\nns ¥ “IUSIer MlmApps I Personaiﬁbn

Dﬂl Transaction “@ Report II Other

@[3~ |&/s]66/E:E =

Authorization Defauft
~  Role menu
Ry T ]
h Lﬁf SU01 - User Maintenance;
~ <3 TCODES
- I SCCL - Local Client Copy
- 5CC4 - Client Administration

Drstart] | G B @ @ | ) NewMisosoft... | ] New Miosoft ..

Delete node
[ _13rget system

Dest.
@ Mo destination

38 Distribute

| Copy menus

ﬁ’ From SAP Menu
o From other role
t% From area menu
Qj)} Import from file

| Additional activities

2A Translte Node =

> PRD (1) 001 ¥ | ADITYA INS

| 1) GRe screen sho... | @ saP GRC Acces... | i Risk Analysis an... |[[ change Roles Maintain User | asdf [« TS 12:57pm
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After removing the Tcode from the role goto Authorization tab and go for Expert Mode for Profile
Generation.

Check the below screen shot

[E Role Edit Goto Utlities(M) System Help w

& B e@@ RHE DDOO RE @@
Change Roles
Sﬁi%‘ft}tharmle EG’

Role
Role Z:ADITYA CLIENT ADMIN

T = 2
Description CLIEF-IT ADMIN

2]

X Description @ Menu ,flﬁuﬁ!mﬁms | & User | MiniApps - &l Personalization

Created by Last Changed On/By |
User ADITYA User ADITYA ]

Date 29.07.2013 Date 07.10.2013

Time 01:53:43 Time 12:29:35

Infarmation About Authorization Profile
profle Name  T-PD730006) ﬁ|

Profie Text  |CLIENT ADMIN

Status Profile comparison required

Maintain Authorization Data and Generate Profiles

@ Change Authorization Data

Expert Mode for Profie Generation

Profile Generator expert mode

Action was cancelled [ PRD (1) 001 ~ | ADITYA INS

{ostart| | G @ @ | W) New Morosoft .. |@NEWM\cmsoﬂ:m |iEJGRC5crEEnsho...| QSAPGRCACCESH.l (& Risk Analysis an... | I Change Roles [ Maintsin User P... | | asdf | « Gy 12:58PM
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Then go with Read Old Satus and Merge with New Data option and click Nike.

Check the below screen
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[ Role Edit Goto Utiities(M) System Help

& -4 cee@ SHRE Do EFR @8

Change Roles
W Q‘]‘Dther role DE’

| Role

Role Z:ADITYA CLIENT ADMIN

Description

[ Define Maintenance Type

I =
LWhat action do you want to execute?

() Delete and recreate profie and authorizations
() Edit old status
§ (#)Read old status and merge with new data

1If the role menu has changed, then 'merge’ is correct

%]

|1
2 s = Execute (Enter)}
Profile Text CLIENT_ADMIN
Status Profile comparison required

| Maintain Authorization Data and Generate Profiles
Change Authorization Data

Expert Mode for Profie Generation

Drstart| | G @ & | B NewMioosoft .. |@__]Newwcmso&m |@]GRCsaaensho...| ESAPGRCAcce&J (& Risk Analysis an... | | Change Roles 5 Maintsin User P...

Then generate the role and do the User Comparison.

> PRD (1) 001 ¥ | ADITYA INS

| asdf [« TS 12:59pm
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Check the below screens

[& Authorzations Edt Goto  Utiities(M) Environment

e i
:
&

- B ee@ SHRE BOOD om
Change role: Authorizations

= @ i Selemnn criteria Mznualhf Open B New @Changed & Maintzined Organizational levels... [ information
Main.: Generate (Shift+FS5),  1.ye1s 0 open fields, Status: Changed

2:ADITYA CLIENT ADMIN OO@ CLIENT_ADMIN

C1 OO Standard Updated Cross-application Authorization Objects

ARRB
C1 OO@ Maintained Old Basis: Administration BCA
H OO@ Maintained Old Basis - Development Environment BC C
04
4 Ly
[ Mo org. levels available

@ PRD (1) 001 ¥ | ADITYA INS

Srstart] | G @ @ | ) NewMicrosoft ... | 0] New Mirosoft ... | 1] GRC screen sho... | @ 5aP GRC Acces... | i Risk Analysis an... || Change role:A. | Maintain UserP... | |, asdf [« GH@Sdy ooem

[ Role Edit Goto Utiities(M) System Help

& "dEHIC@@ SHE Do EFR o
Change Roles

W Q‘]’Dthermle DE’

[= Compare Role User Master Record

| Last comparison |

| JE2. —
[User ADITYA User ADITYA
Date 07.10.2013 Date 107.10.2013
Time 12:28:40 | Time h2:29:40 |

| Information for user master comparison

Status  USer master record compared

EE Complete comparison ” Information I@

User master comparison  (Enter)

<
— | PRD (1) 001 ™ | ADITYA | INS
Drstart| | G @ & | B NewMioosoft .. |@__]Newwcmso&m |@]GRCsaaensho...| ESAPGRCAcce&J (& Risk Analysis an... |m,|.5 [ Maintain User P... | | asdf | « Eyy 1:00PM
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Now go back to the Risk Analysis - User Level and mention the user name.

Check the below screen

/2 Risk Analysis and Remediation - Windows Internet Explorer =] x|
@\T}: ~ [E7 hitp:faditya: 50000 webdynpro/dispatcher/sap. com/gr cccappcomp/ComplianceCalbrator El#2 ] x| Juive search £
¢ 4 o Risk Analysis and Remediation | | 2 - B - = - [hPage ~ (G Tools -
TEFEEET T ]
w SAP GRC Access Control -Ji"“".—v
Risk Analysis and Remediation Welcome J2EE_ADMIN Help About Logoff . M
Informer [  Configuration e
S arement Vo Risk Analysis - User Level
+ Risk Violations
+ Users Analysis
v Systom + T -
+ Role Analysis
» Comparisons User: [usert | (] o | I
+ Alerts i
User Group: [ i} to: [ [ =
* Rules Library
= Control Library Custom Group: [ | Im]] to: [ il
~ Risk Analysis
e B
* Role Level Risk ID: [ )] to: [ >
St Risk Level Al
= Organizational Level S =
- e Rue st [ —
» Audtt Reports
e : [Permission Level |
e Report Type: Permission Level =]
} Background Job Report Format [sSummary  [+] More Options.
Execute | | Smulate | [ Background Search Variant | [ Save Variant

| [T [ [T Gl [ Trustedsites | Protected Mode: OFF [* 100% v;
Drstart| | G @ & | B NewMioosoft .. |@N€wM¢cmsoth |@:;Rc;uaensm...| ESAPGRCACCE&.' /@ Risk Analysis .. [ Change Roles |Maimzmu§erp... |  asdf | « SRSy 102PM
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Qick on execute.
Now you will get a screen with No violations found .

Check the below screen

/2 Risk Analysis and Remediation - Windows Internet Explorer =] x|
@T\:} ~ [ hips/facityz: 50000/webdymprodispatcher/sap.comfgre~ccappeompComplianceCaibrator = [#2]| %] [Lve search 2|
¢ ¢z Risk Analysis and Remediation | | - B - dmh - b page - (G Took + 7
LTI =
w SAP GRC Access Control o
Risk Analysis and Remediation Welcome J2EE_ADMIN Help About Logoff Q
Informer 2 & n r“—“E‘
~ Management View User Analysis at Permission Level - Summary Report Q@ B L D@
+ Risk Violations Selection Criteria. - Hide Run Date/Time: 2013-10-07 13.02:56
LR S System: PRD User Type: Dialog
+ Role Analysis User: USER1 lgnored Users; Locked and Expired
+ Comparisor User Group: Exclude Mitigated Risk: Yes
" Custom Group: Offine Analysis: Ho
* Alerts Risks by Process: All
+ Rules Library Risk Level: Al
Risk ID:
+ Control Library
= Rule Set: GLOBAL
~ Risk Analysis Report Type: Permission Level
R L User: USER1 (USERT) User Group: System: ADTYA
+ HR Objects - .
= Organizational Level
- MIC Ho Violations Found
» Audit Reports
¥ Security Reports
» Backaground Job
[pene [T [ [ [ [EJ[ [ Trustedsites | Protected Mode: OFf [®100% -
Lostart| | o m @ & | W) newMoosoft .. | Ex1] New Microsoft ... | @:;Rc;aeangm...| (& 5AP GRC Accss... | /@ Risk Analysis .. [ Change Roles | [ Maintain User P... | | asdf | « STEyy 103PM
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Simulation:

By using this option we can able to identify the risk information before adding the Tcode to Role or User.

EX If Businessis asking you to add 1 particular Tcode to the existing Role then we can get the risk
information by putting the Role name & Tcode information under Smulate option and click on Smulate
Button, then system will show the Risk Analysisinformation without adding a Tcode to Role.

Sepsfor Smulation at User Level

GOto Risk Analysis>User Level Give the system details and user name.

Check the below screen shot

/2 Risk Analysis and Remediation - Windows Internet Explorer

@‘\/ ) [ http: faditya: 50000 webdynpro/dispatcher/sap. com/grcccappcomp/ComplianceCalbrator

% @A T Risk Analysis and Remediation | |

7
w EmED BY ]
w SAP GRC Access Control Sl
Risk Analysis and Remediation Welcome J2EE_ADMIN Help About Logoff Q
MITETR e Avchitect | Mitigation | Alert Monitor | Configuration B =|
Bl SR g Risk Analysis - User Level
+ Risk Violations
+ Users Analysis
4 System. * ADTY A -
* Role Analysis
« Comparisons User: [usert | m] tor | 5=
- Alerts
User Group [ ] to: [ mif=d
+ Rules Library
« Control Library Custom Group: [ | m] to: [ 5=
~ Risk Analysis !
i = =
+ Role Level S I ] m i)
+ HR Objects
+ Organizational Level Risk Leve: i =
+ MIC Rule Set: GIaRAL, mlkyg
o Reporc Pemsson Lol [3]
e cport Type: ermission Level
» Background Job Report Format; Summary - More Options
[ Execute | [Simulate] [ Background | [ Search variant | [ Save Variant

[ [T [ [T G [ Trustedsites | Protected Mode: OF [Rwow -

fostart| | o m @ @ | Esapmmc-[ConsoleRnnt..] @SAPGRCAmEsanmmIml & Risk Analysis and Re... [ SAP Essy Access PRD (1) | 1] New Microsoft Office W... | &1 GRC sereen shots (2) [C... | « S 8:33AM
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Then Qick on simulate

isk Analysis and Remediation - Windows Internet Explorer

@@ ~ [E7 hitp:faditya: 50000 webdynpro/dispatcher/sap. com/gr cccappcomp/ComplianceCalbrator =l # ]| [ Juive search
¢ 4 o Risk Analysis and Remediation | | - - dm - b Page + {0 Took ~
LTI =
w SAP GRC Access Control -‘%
Risk Analysis and Remediation Wielcome J2EE_ADMIN Help About Logoff . M
Informer r“—“E‘
S arement Vo Simulation - User Level %)
+ Risk Violations .
+ Users Analysis SRR
+ Role Analysis
T System: = omva [+
= Alerts User: [usert ) to: |
+ Rules Library
« Contral Library User Group: [ to: |
~ Fik Anoysia Report Type:
* Role Level Simulation Values
+ HR Objects
» Organizational Level
> System: * omva T+
- MIC
» Audt Reports Type [Acton  T+]
¥ Security Reports e
-r n| mi=
, b Value {sut nl to
Excuce Values
Risks from Simulation Only

[pene [T [ [ [ [EJ[ [ Trusted sites | Protected Mode: OFf [* 100% v;
frsart] | L@ & | sapmnc-[Cmmien.oo...| /& 5AP GRC Access Contr... | /& Risk Analysis and Re... [ 5AP Essy Access PRD (1) |@wammﬂ0fﬁcew.”| B41] GRC screen shots (2) .. | « M (HE 8:37AM
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Here fill the required details & Under the Smulation Values give the value which you want to add, Here
the value is nothing but Tcode.

Then dick on Smulate

/2 Risk Analysis and Remediation - Windows Internet Explorer _{&l x|
@-\ = [z http:/faditya:50000 webdynprofdispatcher/sap. com/arc~ccappcomp/ComplianceCalirator =l # ]| [ Juive search P~
o X »
W§ 4k T Risk Analysis and Remediation | | - - b Page + () Tooks -
LTI =
w SAP GRC Access Control —."i""".;f
Risk Analysis and Remediation Welcome J2EE_ADMIN Help About Logoff ‘
METETA Rue Architsct | Nitigation | Alert Monitor  Confi R =
~ Management View User Analysis at Permission Level - Summary Report Q@ ML D@
+ Risk Violations Selection Criteria. - Hide Run Date/Time: 2013-10-08 08:41:18
RS System: PRD User Type: Dialog
* Role Analysis User: USER1 Ignored Users: Locked and Expired
= Comparisons User Group. Exclude Mitigated Risk: Yes
Custom Group Offline Analysis: Ho
s Risks by Process: Al
+ Rules Library Risk Level: Al
+ Control Library Risk ID:
Rule Set GLOBAL
= Rk Sy s Report Type: Permission Level
+ Role Level User: USERT (USERT) User Group: System: ADTYA
+ HR Objects e . = - S— =
+ Organizational Level Conflicting Actions. Risk Description Level  Business Process
- MIC Client Administration (SCC4) and B0111BD01: Security Administration & Client Administration High  Basis
» Audit Repors User Maintenance (SU01)
» Security Reporls Local Client Copy (SCCL) and BO111BID1: Securty Administration & Client Administration High  Basis
» Background Job User Maintenance (SU01)
[pene [T [T Gl [ Trustedsites | Protected Mode: OFF [Rwow -

frsart] | L@ & | Esapmmc-[ConsoleRnn...| (& 5AP GRC Access Contr... | & Risk Analysis and Re... [ SAP Easy Access PRD (1) |@Nswmaoso&0fﬁmwm| B41] GRC screen shots (2) .. | « MA@ s:42aM

Here the value which we have used is SJ01 to the user and its showingthe risk in High Level.
S thisdarifies the value which we have used shouldn't be assigned to the user.

But if the businesswants to allow thisrisk to the user we can do it by using Mitigation Control Option.
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Sepsfor Smulation at Role Level

GOto Rsk Analysis> Role Level Give the system details and Role name.

Check the below screen shot

/2 Risk Analysis and Remediation - Windows Internet Explorer

=18ix]

- |37 htip:/faditya: 50000 /webdynpro/dispatcher fsap.com/grc~ccappcomp /ComplianceCalibrator

¢ 4 o Risk Analysis and Remediation | |

=l # ]| [ Juive search L

- B - & - shPage - (G ook - *

SAP GRC Access Control
Risk Analysis and Remediation

MITTTE Rule Avchitect || Mitigation | Alert Monitor | Configuration

Welcome J2EE_ADMIN

BowEmEn BY

nr_'_q

-,

Help  About Logoff Q
=]

= Management View
» Risk Violations
+ Users Analysis

Risk Analysis - Role Level

e System: ADTYA =
+ Comparisons Role: Z ADITYA_CLENT_ADMINCT. to &
+ Alerts .
Profie: ] mit
v | B ool o]
» Control Library Risks by Process: All -
~ Risk Analysis N ~
5 5l
+ UserLevel sk 1D [ ] to ]
» Role Level Risk Level: All s
- HR Objects i
g GLOBAL ml]
+ Organizational Level Pte/ St =
- i Report Type:
» Audtt Reports
Report Format More Options.
» Securiy Reporls i ot =]
- Job
i Rh [ Execute] [ Simulate | [ Background | | Search variant | | Save Variant

=

[H100% - 4

[T [ [T Gl [ Trustedsites | Protected Mode: OFF

Distart| | 3, @ @ | [ seprme - [Console. .. | [ Role Maintenance | ] New Microsoft Offi.. | ] GRC screen shots (... | &8 Intemet Bxplorer E...| & 4P GRC Access ... || Risk Analysis an. |« B0 (Z]@0I)) 9:27AM
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Then dick on Smulate

nd Remediation - Windows Internet Explorer

@@ ~ [z http:/faditya:50000 webdynprofdispatcher/ap. com/arc~ccappcomp/ComplianceCalirator

¢ 4 o Risk Analysis and Remediation | |

2| %] [Live search

T - ) - & - page - Ghros -

powamas ny
w SAP GRC Access Control "-L";"—-...—“"‘f
Risk Analysis and Remediation Wislcome J2EE_ADMIN Help Aboul Logoff Q
B =
Bl LS Simulation - Role Level &
+ Risk Violations :
+ Users Analysis CemciaiTyRIon
+ Role Analysis
+ Comparisons System: *
= Alerts Role: [Z:ADITYA_CLENT_ADMI to |
+ Rules Library
+ Control Library Profie: [ [ to: [
bl S Report Typs:
+ UserLevel
» Role Ley - =
Simulation Values
+ HR Objects
+ rganizational Levs!
System *
- i
b Audt Reports Typs
i Y Value: *
» Background Job 0,
Exclude Values:
Risks from Simulation Only
Include Users
Include Compasite Roles
ol il ol g
[pene [GRC stre=n shots (3) [Compatibility Mode] - Microsoft Wiord] |TUsted sites | Protected Mode: Off [*#100% -
frsart] | B m @ @& sapmm - [Console Ro..._ | [ Role Maintenance PRD ... | 5] New Migosoft Office ... | 18] GRC screen shots (2) [.. | @ Risk Analysis and Reme... || & Risk Analysis and R... B 0@ 0:32am
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Here fill the required details & Under the General Information mention the system & role name. Under
the Smulation Values give the value which you want to add, Here the value is nothing but Tcode.

Then dick on Smulate

=18ix]

@‘t ) [ http: faditya: 50000 webdynpro/dispatcher/sap. com/grcccappcomp/ComplianceCalbrator =li{# ]| [ Juive search P~
| T+ B - dsh - - bPage + (G Took + 7

/2 Risk Analysis and Remediation - Windows Internet Explorer

% @A T Risk Analysis and Remediation |

-

POWERED BY ]
SAP GRC Access Control oo
Risk Analysis and Remediation §
Y Welcome J2EE_ADMIN Help About Logoff
METEEE  Ruls Acchitsct | Wiigation | Alert Wonitor |~ Configuration R0 =]
 Management View Role Analysis at Per Level - y Report a8 m L 0@E
» Risk Violations Selection Criteria. - Hide Run Date/Time: 2013-10-08 10.32:22
SRR System: PRD Offine Analysis: No
+ Role Analysis Role: ZADITYA_CLIENT_ADMIN
e Risks by Process: Al
Risk Level: Al
itiens Risk D
+ Rules Library Rule Set GLOBAL
+ il Ly, Report Type: Permission Level
= lgnored Users: Locked and Expired
~ Risk Analysis Exclude Mitigated Risk: Ves.
- User Level
Role: CLENT_ADMIN (Z:ADITYA_CLENT_ADMIN) System: ADTYA
+ HR Objects B - -
+ Organizational Level Conflicting Actions Risk Description Aot |[Busmess hrocess
« MiC Client Administration (SCC4) and BO111BD01: Security Administration & Client Administration High  Basis
» Audit Reports User Maintenance (SU01)
» Security Reports Local Client Copy (SCCL) and BO111BI01: Security Adminisiration & Client Administration High  Basis
» Background Job User Maintenance (SU01)
£
[Done [T [ [T G [ Trustedsites | Protected Mode: OF [Rwow -

Zrstart] | 3 B @ @ | [ sapmme - [Console Ro... | [ Role Maintenance PR ... | ] New Micosoft Office ... | i51] GRC screen shots (2 ... | & Risk Analysis and Reme... |[ @ Risk Analysis and . |« PR [ @) 10:32aM

Here the value which we have used is SJ01 to the Role and its showing the risk in High Level.
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S thisdarifies the value which we have used shouldn't be assigned to the Role.

But if the businesswants to allow thisrisk to the Role we can do it by using Mitigation Control Option.

Mitigation:
Allowing the risk by using or creating the Mitigation Control ID's as per the Business.

You can use Mitigation Controlsto associate controls with the Risk, and assign them to Users, Roles,
Profiles, or HRObjects.

Make individuals as Control Monitors or Approvers and then assign them to Controls.

Stepsfor Qreating Mitigation

Here we are creating a Mitigation Control for the below Sreen Shot.
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Analysis and Remediation - Windows Internet Explorer =] x|
@T\:} ~ [ i faditye: 50000 b ymprodspatcher/sap. comfarc ceappcomp/ComplianceCalbratar 4| x| [Live Search (2l
¢ 4 o Risk Analysis and Remediation | | - - dm - b Page + {0 Took ~

LTI =
w SAP GRC Access Control o
Risk Analysis and Remediation Wielcome J2EE_ADMIN Help About Logoff Q M
=
» Management View Risk Analysis - User Level
 Risk Analysis
e 71 7P
T System ADITYA |~
+ HR Objects. User: [uzert o |
+ Organizational Level
User Group; [ to: [
- MIC
» Audit Reports Custom Group: to: [
» Security Reporis
¥ Biachoroond ot Risks by Process: * Al [~
Risk ID: [ & to: [ ol
RiskLoves
Rl o
Report Type: [Permission Level  [~]
Report Format [sSummary  [+] More Options.

Execute | [ Simulate | | Background | | R Search Variant | | Save Variant

| [T [ [T G [ Trustedsites | Protected Mode: OFF [®100% -

Srstart| | 3 mm @ @& | [ change Roles User Maintenance: Initia.. | ] New Microsoft Office W... | ] GRC sereen shots (2) C... | & Risk Analysis and Remed... |[ @ Risk Analysis and Re... |« [B@UC)) 11:39 AM

dows Internet Explorer

@T\:} ~ [E7 hitp:faditya: 50000 webdynpro/dispatcher/sap. com/gr cccappcomp/ComplianceCalbrator % | [Live Search

caalll
¢ 4 o Risk Analysis and Remediation | | - - dm - b Page + {0 Took ~

FEVEEET BT
w SAP GRC Access Control podesa s E2
Risk Analysis and Remediation Welcome J2EE_ADMIN Help About Logoff Q
=]
¥ Management View User Analysis at Permission Level - Summary Report & M 2
 Risk Analysis e lerhoniiera e Run Date/Time: 2013-10-08 11:27:15
System: PRD User Typs: Dialog
User: USER1 Ignored Users: Locked and Expired
User Group Exclude Nitigated Risk: Yes
Custom Group: Offiine Analysis: lo
Risks by Process: All
Risk Level: Al
Risk ID:
Rule Set: GLOBAL
ReportType:  Permission Level
User: USER1 (USER1) User Group: System: ADTYA

Client Administration (SCC4) and BO111BD01: Security Administration & Client Administration High Basis
User Maintenance (SU01)

Local Client Copy (SCCL) and B0111BI01: Securty Administration & Client Administration High Basis
User Maintenance (SU01)

E3]
[T [ [T Gl [ Trustedsites | Protected Mode: OFf [Rwow -

| 58] Mew Microsoft Office Wo... | 2] GRC screen shots @) [C... | (& Risk Analysis and Remedi... [ & Risk Analysts and Re... « @ 1:37AM
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Now click on the Hisk Description -B0111BDO01.

Check the below screen shot
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Iz Analysis and Remediation - Windows Internet Explorer

@@ ~ [E7 hitp:faditya: 50000 webdynpro/dispatcher/sap. com/gr cccappcomp/ComplianceCalbrator

¢ 4 o Risk Analysis and Remediation | |

= i?l\ii Juive Search
% - B - = - |hpage - (G Took - 7

TENEETT T
w SAP GRC Access Control e et o
Risk Analysis and Remediation Welcome J2EE_ADMIN Help About Logoff '
[ =]
» meview User Analysis at Permission Level - Summary Report e Em L2ADE
~ Risk Analysis Solechion Critericr | = Hide Run Date/Time: 2013-10-08 11:27:15
= System: PRD User Type: Dialog
= Role Level User: USER1 Ignored Users: Locked and Expired
+ HR Objects User Group: Exclude Mitigated Risk: Yes
Custom Group; Offline Analysis: Ho
- Organizational Level isks by Process: Al
- WiC Risk Level: Al
¥ Audt Reports e £
Rule Set: GLOBAL
DAERETL RS ReportType:  Permission Level
» Background Job
User: USER1 (USER1) User Group: System: ADTYA
Client Administration (SCC4) and Security Administration & Client Administration High Basis
User Maintenance (SU01)
Local Client Copy (SCCL) and BO111BI01: Securtty Administration & Client Administration High  Basis
User aintenance (SU01)
[avasaript:vaid(o); [T [ [ [ [EJ[ [ Trusted sites | Protected Mode: OFf [®100% -

| 58] Mew Microsoft Office Wo... | 2] GRC screen shots @) [C... | (& Risk Analysis and Remedi... [ & Risk Analysts and Re...

[« B8 oom

frstar| | G @ &
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After clicking the Risk Description -B0111BD01, you will find the Risk information. You need to
concentrate on the Hsk ID & Business Process.

Check the below screen shot.
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Now go to Mitigation Tab, Check the below screen shot.

/2 Risk Analysis and Remediation - Windows Internet Explorer
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Here we have to create the Approvers, Monitors, Risk Owners, Business Unit, Mitigating Control ID,

Control Monitors and Mitigated Users.

Check the below screen shot for the process.

STE1:

In this Administrator Tab we are going to create Approvers, Monitors, Hsk Owner ID's.
Goto Administrators>ick on Greate> then fill the required details.

Check the below screen shots.

Approver
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nd Remediation - Windows Internet Explorer
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STE2:

Business Unit is based upon Business Processes for Functions Identification. Here Business Unit IDisa
unique 1D which was picked by our own.

BEX:B100

Goto Business Unit > Qick on Greate—> then fill the required details.
->Give the Business ID, Description and add the Approver & Monitor.
->(dick on Save.

Check the below screen shots.
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Qick on the Plus(+) button to add the Approver.

/2 Risk Analysis and Remediation - Windows Internet Explorer
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Go to Monitor Tab & Qick on the Plus(+) button to add the Monitor.

/2 Risk Analysis and Remediation - Windows Internet Explorer
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Qick on Sve.

/2 Risk Analysis and Remediation - Windows Internet Explorer
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STHE-3:

Mitigating Controlsis based upon Rsk IDs for Identification. Here Mitigating Control IDisa unique ID
which was picked by our own.

EX:B200

Goto Mitigating Controls >Qlick on Create—> then fill the required details.

->Give the Mitigating Control ID, Description, Business Unit, Management Approver.
- Add the Associated Rsk ID & Monitor.

—>Qick on Save.

Check the below screen shots.
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{2 Risk Analysis and Remediation - Windows Internet BExplorer
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Qick on Sve.
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/2 Risk Analysis and Remediation - Windows Internet Explorer
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Mitigated Usersis used for assigning the Mitigating Control ID'sto the User to allow the Risk.

Goto Mitigated Users
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->Qick on Search.

/2 Risk Analysis and Remediation - Windows Internet Explorer
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Here click on the add button, then give the Mitigating Control, User ID, Rsk ID & Monitor ID.

Here we need to give the Risk ID-B011* Manually because the Rsk ID for the both violationsisthe same.
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Qick on Sve.

/2 Risk Analysis and Remediation - Windows Internet Explorer
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Now Sthedule the Background Jobs. Check the below Screen Shot
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Qickon Shedule.

isk Analysis and Remediation - Windows Internet Explorer
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Here give the Job Name & (ick on Schedule.

After that check the Job Sates.
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Now Go back to the Informer Tab and find out the Hsk to that User ID:USER1
GOto Rsk Analysis> User Level.
Mention the System and User name.

Check the below screen shots.
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@TT; ~ [z http:/faditya:50000 webdynprofdispatcher/ap. com/arc~ccappcomp/ComplianceCalirator El#2 ] x| Juive search £
¢ ¢z Risk Analysis and Remediation | | - B - dmh - b page - (G Took + 7
i‘n'ﬁ EmED BY =
w SAP GRC Access Control -J;—-.":.—“""f
Risk Analysis and Remediation Welcome J2EE_ADMIN Help About Logoff ‘
MITTTA rue avehtect | Mitgaton | Aertontor | Configration nEE|
LA Risk Analysis - User Level
~ Risk Analysis
2
g System: ADTYA
- HR Objects User: {useri ] to: [ ]
+ Organizational Level
M““ User Group: I [ ot [=it]
» Audt Reports Custom Group: [ &= tor | il
b Security Reports
b Backer ound b Risks by Process: * Al [~]
Risk ID: [ & ity
Risk Level: Al [=]
Rule Set [eoeal A=
Report Type: [Permission Level  [=]
Report Format More Options.
Exceute | [ Simuiate | [ Background Search Variant | [ Save Variant

| E3]
[ [T [ [ [ [EJ[ [ Trustedsites | Protected Mode: OFf [%100% ~ ,
frsart] | L@ & | Use(Mamtenance:lniﬁaL..l @Newmiansnfmfﬁcem...| @SAPGRCAmessConm\...| & wisk Analysis and Re... « )@ 1:00PM
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Qick on Bxecute.

/2 Risk Analysis and Remediation - Windows Internet Explorer _181 x|
G@ ~ [ hips/facityz: 50000/webdymprodispatcher/sap.comfgre~ccappeompComplianceCaibrator 4| x| [Live Search (2l
W% @ 7 Risk Anslysis and Remediation | | 2 - B - = - [hPage ~ (G Tools -
POWERED BY ]
w SAP GRC Access Control e
RlSk Analysls and RemEdlaton Welcome J2EE_ADMIN Help About Logoff ‘

=)

TSR« Rule Arcl

¥ Management View User Analysis at Permission Level - Summary Report @ B .2

~ Risk Analysis Calaction Erilerin = tide Run Date/Time: 2013-10-08 13.00:51
= User Leve
e R0 (i D
* Role Level User: USER1 lanored Users Locked and Expired
« HR Objscts e Daf;maaAumgateu =
ustom Group ine Analysis: o
+ Organizational Level Risks by Process: Al
- Mic Risk Level: Al
» Audtt Reports Gt
Rule Set: GLOBAL
} Securiy Reporls Report Type: Permission Level
» Background Job
User: USER1 (USER1) User Group: System: ADTYA

No Viclations Found

E3]
[pene [T [ [ [ [EJ[ [ Trustedsites | Protected Mode: OFf [®100% -
ostart| | 2 B @ @ | JES ser Maintenance: Initial.. | 1) New Microsoft Office Wo... | & 54P GRC Access Contral ... |[ & Risk Analysts and Re... « ST@ uotpM

Now you won't find any Violations.
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